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JIMHAMHUYECKUM aHAJIN3

D a33UHT:
- UCII Fuzzer
- AFL

- AFL++

I[I/IHaMI/I‘IeCKOe CUMBOJIbBHO€ BBINNOJIHCHUEC.

- KLEE

- QSYM
« SymCC
- Sydr

* Fuzzolic
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JIMHAMHUYECKUM aHAJIN3

(I)a33ep1>1 C UCITOJIB30BAHHUEM CTATHYECCKOI'0 AHAJJIN3A.

- PathAFL
- MaxAFL

« K-Scheduler
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I IpupOCT MOKPHITHSA IIPU BBIIIOJIHEHUM YEPE3
IIEPCIEKTUBHBIN IIEPEXO]L

s =
; Attributes: static bp-based frame
FE e TR ) ; Bttributes: bp-based frame
ref= qword ptr -&8h ; fz_image 0 *__cdecl pdf_load_image(fz_context_0 *ctx, pdf_document_0 *doc, pdf_cbj_0 *dict)
L © BeE public pdf_ load_image
pdf_load_image proc near
dict= qword ptr -28h
. n doc= qword ptr —20h
rsi, os:doc 1 R ctx= gqword ptr -18h
raE, os:obx 1 var_s= quora ptr -8 image= qword ptr -8
wdx, [rbp-1dh] - e ; __unwind {
T = 2= push  rbp
= sub  rep, 70h mov zhp, zsp
radi Tax Imov [rbp+ref], rdi sub rsp, 30h
mov  rax, fs:28h q
pdf_pew_indirect = s mov [rbpictx], zdi
[chp-8], Tax = o= mov [rbp+doc], rsi
5 lmov [rbptinage], 0 mov. [rbptdict], rdx
rax, [rbp-8] v Ibeipial, © mov [Ebp+dict] ; key
rdi, rax = = mov  rax, [rbptets]
i mire Ty : lea rex, £z_drop_image_imp
lsimage lea rax, [Fbptpix] mov. rsi, rex i drop
= rdi, rax ; var mov rdi, rax ; ctx
—n = lcall £z var_imp call pdf_find item
short loc_D10Zo mov  max o - mov [rbp+image] , rax
lcall  fz_push_try cmp [rbptimage], 0
1 Imow i, 0 savemask jz short loc_lACAID
mev  rai, = v
cal1 igsetimp
test  aax, sax
——— A== W=
mov rax, [rbp+image]
jmp short locret_1ACAF7| [lee_1ACAsD:
mov rdx, [zhptdict]
rax, [rbp-g8] i etx mov rei, [rbptdoc] ; doc
rdi, rax mov rax, [rbptctx]
c mov red, 0 ; forcemask
call saveimage e r8d, 0 e
| mov rox, rdx ; diet
W'— mov edx, 0 ; rdb
mow rdi, rax ; otx
mov Tox, csidec_1 call pdf_load image_imp
Er = oen mow [rbptimage] , rax
mov rdx, [rbptraf] ; dict do
B s han mov  rax, [rbptimage)
nov rdi, rax i ctx mov rax, [rbptctx]
call  pat 1cad image nov zei, rdx i im
mov [rbptimaga] , rax i :
mov zdx, [zbptimage] Bt rdi, rax i otx
mov  rax, emietet call  fz_image_size
= : mov reox, rax ; itemsize
loo DA020: nov mov rdx, [rbptimage] ; val
rax, [chp—8] = mov  rsi, [rbptdict] ; key
g = nov rax, [zbptctx]
rdi, rax = mov rdi, rax ; ctx
isfontdesc mov. call pdf_store_item
= mov rax, [rbptimage]
©ax, ocax
short loc D103C = J
™ = [l i =
En  Eliomec Locret 1ACAET
cmp [rbptcbug], 0 leave
= short loc_D0397 retn
: } // starts at 1ACASE
pdf_load_image endp

FEE
mov rax, [zbptebuf]
o ahore 1oc.mossc bov | sax, 0

Loc_D09SC:
imov [zbpttype], eax

mov  rax, [rbptimagel
imovzx eax, byte ptr [raxt+2zh]
and  eax, 4

test  al

al
3z short loc_DO9BS
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AJITOPUTM MOUCKA MEPCIEKTUBHBIX YCIOBHBIX
[IEPEXOIO0B

» COoop nndopmaimu o rpade BHI30BOB U rpadax NOTOKA yIIPABICHUS;
* I'pad BBI30BOB: yajaeHUE [IUKJIOB, TOMOJIOTHYECKasi COPTUPOBKA,;

* KOHTEKCTHO-4yBCTBUTEILHBIN MOJICUET BECOB (PYHKIIMI B Ipade BHI30BOB.
* IToacyeT BeCOB NEPCNEKTUBHBIX YCIOBHBIX MEPEXOJ0B B Ipade MOTOKA YIPaBICHMUS,

* HOI[C‘IGT BCEX BCCOB YCJIOBHBIX IIEPEXO0B,

Nuadopmanusa o CMEeXHBIX pedpax;

[Toxacuet Beca (pyHKIIUM B IIEJIOM M €€ aHHOTALMS [T JAJIbHEUIIIEro MEXKIPOLIEAY PHOTO

dHaJIn3a.



PAH

AJITOPUTM MOUCKA MEPCIEKTUBHBIX YCIOBHBIX
[IEPEXOIO0B

Moaudpukanuss KOMIIOHEHTA IJIAHUPOBIIMKA (ha33epa:
 COop uH(pOpMaIMH O BIIIOJHECHUN HA BXOAHBIX JAHHBIX;

* Iloacuer Beca Tpacchl ¢ UCIIOIb30BAHUEM KOHTEKCTHBIX BECOB;
* Iloxmcuer Beca NEPCHEKTUBHBIX TEPEXOAOB BIAOJb TPACCHI;

* IloBbIIICHUE IPUOPHUTCTA BXOAHbIX JAHHBIX C BBICOKMMH KOHTCKCTHBIMHX BCCAMU B

IIJTAHUPOBIITUKC.
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Pesyibsrarsl

By avg. score By avg. rank
average normalized score average rank
Fuzzer fuzzer
isp_aflplusplus 99.68 isp_aflplusplus 1.67
aflplusplus_sktdin 98.46 aflplusplus_stdin 1.89
isp_aflplusplus_norm2 97.94 isp_aflplusplus_norm2 2.22

Higher value is better

Lower value is better

PAH
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Pesyibsrarsl

&63‘
o
S s
W’ & W’
Q‘Q}"Q @’w &Qaﬁ
& & &
&R & &
FuzzerMedian 97.00 96.00 96.00
FuzzerMean 92.56 91.78 91.11
arduinojson_json_fuzzer 98.00 98.00 97.00
double-conversion_string_to_double_fuzzer 98.00 98.00 97.00
freetype2_ftfuzzer 93.00 95.00 93.00
lcms_cms_transform_Ffuzzer 61.00 58.00 59.00
libxml2_xml 97.00 97.00 98.00
re2_Ffuzzer 98.00 98.00 98.00
sqlite3_ossfuzz 94.00 94.00 90.00
vorbis_decode_fuzzer 97.00 92.00 92.00
zlib_zlib_uncompress_Ffuzzer 97.00 96.00 96.00

Higher value is better 12
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PAH

BEIBOOEI

- Peanu3oBaHBI MOAYJIX CTATUYCCKOI'O aHAJIN3a IICPCIICKTUBHOCTHU YCJIOBHLIX
Iepexoa0B U I10JCUCTA KOHTCKCTHBIX BECOB JJIsI UCXOJHOI'O KOAAd B KOMIIWJIATOPC U

OmHApHOIO Koja B HHCTpyMeHTe BInSide;

* Peanu3oBana crparerus INIAHKPOBIIKKA JJIs BEIOOPA HOCICAYIONIUX BXOTHBIX
JaHHBIX JUIs (pa33WHTa ¢ YIeTOM KOHTEKCTHBIX BecoB B (ha33epax K-Scheduler u

AFL++ u nipoBeieHBI 3aMEPHI B TECTOBBIX CUCTEMAX;

* [IpennoxxeHHbIE METOJ MOKA3AJI JIYUIIUE PE3YJIBTAThI B TECTOBOW CUCTEME

FuzzBench:
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