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Peanunzauusa Ha ogHom SoC
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[Mpymepsbl ycTpoucTs: Core(s) Core(s)
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CrpykTypHasa cxema SoC B paccmaTpmBaeMom nogxope




OTeyecTBEHHasa cnctema Ha Kpuctanne
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[MopTnposaHmne KasperskyOS

Lienn noptupoBaHus: )
kernel
libc libraries
Ethernet || RapidlO || drivers

Pacwupsaem nogaepxky MIPS B KasperskyOS
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N3onaumnsa npnnoxxeHnii n nx
YyacTel B OTAENbHbIX JOMEeHax
6esonacHocTu (MILS)

B3sanmopeincteue mexay pomMmeHammn
Tonbko no IPC-kaHanam

KoHTponb IPC-B3anmopeinncteni ¢
MOMOLLIbIO NONNTUK 6e30MacHOCTH
(Kaspersky Security System)



ApxuntekTypa peweHns Ha 6ase KasperskyOS n OCPB «baret»’

Core 1/KasperskyOS Core 2/RTOS
Web @4 —> webServer [«—*| authService | | : |
Browser - ! | . |
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» deviceControl <:>

3apauwu:

- lMepepaya komaHa B RTOS Bo3MOXXHa TONbKO ayTEHTUPULMPOBAHHbBIM NMONb30BaTeNaMm
- bBbesonacHas nepepava kpuTu4eckon nHpopmauum

- BesonacHblii gocTyn K cny>xebHoi uHopMaLUK peLLeHUs



ABTopu3zauuns Kk nHTepPeicy ssaumopeinncteua c OCPB

*

KSS (security policy)

@ WVHunumnanusauua IPC-coegunHeHnn
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ABTopusauns Kk uHTepdeicy Bsanmogpeiicteua c OCPB

KSS (security policy)

® VHununanusauua IPC-coegnHeHun

® ABTOpUN3aums, MHULMANN3aLnNsa CeECCUN

® PaboTa

n



ABTopusauns Kk uHTepdeicy Bsanmogpeiicteua c OCPB

*

KSS (security policy)

® VHununanusauua IPC-coegnHeHun
@ AsTOpu3saums, MHALMANN3aumsa ceccumn

® Pab6oTa
@ 3aBeplueHMe ceccmu
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[Nepepnaya kpnuTHUYECKOU NHPOpMaLUN
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[Mepepaua kpuTnueckoit MHpopmauum ¢ nomowbio DH-anropuTma '
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O6wag apxuTekTypa peLueHus
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BesonacHbiii pocTyn K cny>xebHoi nHpopmauun
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BesonacHbiii pocTyn K cny>xebHoi nHpopmauun
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BesonacHbiii pocTyn K cny>xebHoi nHpopmauun
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BesonacHbiii pocTyn K cny>xebHoi nHpopmauun
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Cnacun6o 3a BHUmMaHume!

Cepreit Bapcykos PaspaboTumnk Sergey.Barsukov@kaspersky.com
PykoBoautens rpynnbi Igor.Sorokin@kaspersky.com
MNropb CopokuH CUCTEeMHbIX UCCQiefoBaHNN
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