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https://osday.ru/2021/video/day2/shitov.webm
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https://attack.mitre.org/
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https://github.com/netblue30/firejail


▪

▪

▪



▪

▪

▪

▪

▪

▪



▪

▪

▪

▪

org.example.server.desktop

OrganizationName=org.example
ApplicationName=server
ExportDBusInterfaces=org.freedesktop.FooBar

org.example.client.desktop

Permissions=org.freedesktop.FooBar@org.example.server

call()
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org.example.app.desktop:

[Desktop Entry]
# .....
Exec=/usr/bin/org.example.app

# …..
OrganizationName=org.example
ApplicationName=app 
ExportDBusInterfaces=org.freedesktop.FooBar
ExecDBus=/usr/bin/org.example.app ---background
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<interface name="ru.omp.am.Identify">
<method name="IdentifyByBusName">

<arg name="name" type="s" direction="in"/> <!-- :123 — unique name -->
<arg name="exe" type="s" direction="out"/> <!-- /usr/bin/AppA -->
<arg name="keyid" type="s" direction="out"/> <!-- f443dbfb -->

</method>
</interface>
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▪ (путь
%{_datadir}/org.example/config в spec файле)

▪ org.example.config
/usr/share/common/org.example/config

▪ org.example.foobar
/usr/share/common/org.example
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▪ /usr/lib/3rdparty/<package_name>
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/etc/integrityd/config.d/ package_name.json

▪

▪

INTEGRITY_3RDPARTY_FAILED 

{
"watch": [

"file:/path/to/some/regular/package/file",
"elf:/path/to/package/executable/binary"

]
}
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