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MoennpoBaHue TPOrpaMMHOTO 0BecTedeH st

HeobxogumMocTh B MOJIe/IMpOBaHIN

e AGcTpakius oT anmapaTHOR 1aaTdOpPMbL

e AGcrpakiysi OT SI3bIKOB IPOIPAMMUPOBAHUST / KOMITHJISITOPOB

=
@

Hmm ...
if| am here.
and | dothis
1 should end up there
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MopenupoBanue NIporpaMMHOro obecriedeHust

MO,HQJH/IpOBaHI/Ie OIlepallMOHHBIX CUCTEM

seL4!
o Brinosaumas crienudukaiiust Ha (QyHKIIHOHATBHOM S3bIKe
o /lokaszaresbcTBa KOppeKTHOCTH MeTomoM Theorem Proving

e BosmoxkmocTn mpeobpa3oBbIBaThL OIHO B APYToe

"https://github.com /sel4/14v
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Realtime OS

OC peasbHOTO BpEeMEHH

@ YIpaBisgioT KHOep-pU3HIECKIMI CUCTEMAMI, HOCUMbBIMU
yCTpOiicTBAaMU U TJI.

o Paboraror Ha MaJieHBKUX SHEProd(EKTUBHBIX TUIIAX

o Kectkue TpeboBanust K CKOPOCTH pabOThI U 00bEMY KO U
aMSITH

Puc.: Inside Apple’s Thunderbolt cable?

Zhttps://www.macobserver.com/tmo/article/apples thunderbolt cable its
full of chips
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https://www.macobserver.com/tmo/article/apples_thunderbolt_cable_its_full_of_chips
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Realtime OS

Peanbnoe Bpems

Edward A Lee. Determinism in Time Sensitive Cyber-Physical Systems

Determinism in Time-Sensitive
. Cyber-Physical Systems

‘\ - ®
P Edward A. Lee
ot
S Professor of the Graduate School
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[Tpobiema maHmpoBaHUS 33189

Preemption Model
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this
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ucleT

[Ipumep peasibHO KOeppU3MIECcKoit

ArduPilot

static const AP_Scheduler::Task
{ rc_loop, .
{ throttle_loop, 8
{ update_GPS, 8
{ update_batt_compass, 40,
{ read_aux_switches, 4o,
{ arm_motors_check, 40,
{ auto_trim, 40,
{ update_altitude, 40,
{ run_nav_updates, 8,
{ update_thr_cruise, 40,
{ three_hz_loop, 133,
{ compass_accunulate, 8,

{ barometer_accunulate, 8,
#if FRAME_CONFIG == HELI_FRAME
{ check_dynamic_flight, 8,

#endif
{ update_notify, 8,
{ one_hz_loop, 400,
{ ekf_dcm_check, 40,
{ crash_check, s,
{ ges_check_input, 8
{ ges_send_heartbeat, 400,
{ ges_send_deferred, 8

{ ges_data_strean_send, 8,
#if COPTER_LEDS == ENABLED

{ update_copter_leds, 40,
#endif

{ update_mount, 8,

{ ten_hz_logging_loop, 40,

{ fifty_hz_logging_loop, 8,

{ perf_update, 4000,

{ read_receiver_rssi, 4o,

{ telemetry_send,
#endif

80,

CHUCTEMDbI

scheduler_tasks[] PROGHEM = {

#if FRSKY_TELEM_ENABLED == ENABLED
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[Ipumep peanbHOl KHOEPPU3NIECKON CHCTEMBI
(orkpsiThiii Ko ArduPilot)

Task id Interval | Max Description
ticks time
(ms)

1 rc_loop 1 100 Reads user input from

2 throttle_loop 2 450 Throttle loop: 1) gets altitude and climb rate from inertial lib; 2) checks if we
have landed; 3) checks auto_armed status

3 update_GPS 2 900 GPS data obtaining, logging and glitch protection run afier every GPS message,
check for loss of GPS

4 update_batt_compass 10 720 Reads battery and compass, records throttle output

5 read_aux_switches 10 50 Checks aux switch positions and invokes d actions

6 arm_motors_check 10 10 Checks for pilot input to arm or disarm the copter

7 auto_trim 10 140 Slightly adjusts the ahrs.roll'trim and ahrs.pitch trim towards the current stick
positions. Meant to be called continuously while the pilot attempts to keep the
copter level

8 update_altitude 10 1000 Reads barometer and sonar altitude

9 run_nav_updates 4 800 Top level call for the autopilot. Ensures calculations such as “distance to
waypoint™ are calculated before autopilot makes decisions. 1) fetches position
from inertial navigation; 2) calculates distance and bearing for reporting and
autopilot decisions; 3) runs autopilot to make high level decisions about control
modes

10 | update_thr_cruise 1 50 Updates throttle cruise if necessary: 1) gets throttle output; 2) calculates average
throttle if we are in a level hover 3) updates position controller

11 three_hz_loop 33 90 3.3hz loop: 1) checks if we have lost contact with the ground station; 2) checks
if we have breached a fence; 3) updates events

12| compass_accumulate 2 420 If the compass is cnabled then tries to accumulate a reading

13 barometer_: 2 250 Tries to a barometer reading

14 | update_noti 2 100 Updates the status of notify (LEDs)

15 | one_hz_loop 100 20 Runs at 1Hz: 1) logs batlery info to the dataflash; 2) performs pre-arm checks
and display failures every 30 seconds: 3) auto disarm checks; 4) makes it
possible to change AHRS orientation at runtime during initial config; 5) checks
the user has not updated the frame orientation; 6) updates assigned functions
and enable auxiliar servos
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[Ipumep peanbHOl KHOEPPU3NIECKON CHCTEMBI
(orkpsiThiii Ko ArduPilot)

16 ekf_dem_check 10 Detects if EKF (the position and attitude estimation system) variances or DCM
yaw errors that are out of tolerance and iriggers failsafe

17 crash_check 10 Disarms motors if a crash has been detected. Crashes are detected by the vehicle
being more than 20 degrees beyond its angle limits continuously for more than
1 second

18 ges_check_input 2 550 Looks for incoming on the GCS links

19 ges_send_heartbeat 100 150 GCS send message(MSG_HEARTBEAT)

20 ges_send_deferred 2 720 GCS send message(MSG_RETRY_DEFERRED)

21 ges_data_stream_send 2 950 Sends data streams in the given rate range on both links

22 update_mount 2 450 Updates camera mount position

23 | ten_hz_logging_laop 10 300 Logging

24 fifty_hz_logging loop 2 220 Logging

25 perf_update 1000 200 Logging perfi

26 read_receiver_rssi 10 50 Reads the receiver RSSI as an 8 bit number for MAVLink
RC_CHANNELS_SCALED message

27 telemetry_send 20 100 Sends FrSky telemetry if enabled

28 userhook _fast_loop 1 100 Runs 100Hz user hook if enabled

29 userhook_50_hz 2 100 Runs 50Hz user hook if enabled

30 userhook_medium_loop 10 100 Runs 10Hz user hook if enabled

31 userhook_slow_loop 30 100 Runs 3Hz user hook if enabled

32 userhook_super_slow_loop | 100 100 Runs 1Hz user hook if enabled
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Hucneryepusanmsi

[Ipumep peanbHOl KHOEPPU3NIECKON CHCTEMBI
(orkpsiThiii Ko ArduPilot)

run_started_usec = hal scheduler->micros0;
now = run_started_usec

task_time_allowed = tasks{i].max_time_micros
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Hucneryepusanmsi

[Ipumep peanbHOl KHOEPPU3NIECKON CHCTEMBI
(orkpsiThiii Ko ArduPilot)

‘We've slipped a whole run of this task!

run the event

Work out how long the event
actually took

now = hal scheduler->micros(.
ime_taken = now - _task_time._started
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Hucneryepusanmsi

[Ipumep peanbHOl KHOEPPU3NIECKON CHCTEMBI
(orxporToiil Kom ArduPilot)?

o sit >

< time_taken>= time_available

3Staroletov, Sergey. "Work-in-Progress Abstract: Revealing and Analyzing
Architectural Models in Open-source ArduPilot."2021 IEEE 27th International
Conference on Embedded and Real-Time Computing Systems and Applications
(RTCSA). IEEE, 2021.
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Autropurwmbl mianupoBanus 3anad B OC PB

o Ha mMHOXKecTBe TOTOBBIX K BBIIOJIHEHUIO 3a/lav9 IPUHUMAIOT
pemenune, Kakad 3aa9a JOJIZKHa BBIIIOJITHATLHCA B Saﬂ&HHbIﬁ
MOMEHT BpeMeHU

o HCHOJH)BYIOT opejgonpeJe/ieCHHbIE ITapaMeTPbI 3a/ia9d, a TaKKe
IIPOU3BO/JIHBIC ITapaMeTpPbl, BEIYUCJICHHbIEC B TeKyH_[I/Iﬁ MOMECHT

TTonpaszaensiorcs mo crioco0y aHan3a UCXOAHBIX JTAHHBIX HA
o Crarndeckue
o Jlunammyeckue

HO,HpaS,HeJIHIOTCH IO THUITY BBITECHCHHNA HUSKOIIPUOPUTEHBIX 3aJa9
BBICOKOITPUMOPUTETHBIMMI

o Brirecusromue

o Hesnrrecusronue
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Jucneruepusamnusi

Anropurmbl mranupoBanus 3a1ad 8 OC PB

Broirecuenue 3anaa (D. Kalinsky. Basic concepts of real-time operating
systems)

nwm?%kl
High-Priority Task
Mid Priority Task

Low-Priority Task| #5)
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Hucneryepusanmsi

AnropurMmbl mraanpoBanus 3agad B OC PB

Big O Notation

0(n2)

o(n)

Time —

L o(1)

Input Size —
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Jucneruepusamnusi

Autropurwmbl mianupoBanus 3anad B OC PB

"CrangapTusupoBaHHbie aJIrOpUTMbI

RR = Round Robin = Ilianuposanue o Kpyry

RMS = Rate-monotonic scheduling = Hacrorano-monoronnoe
[JIAHTPOBAHUE

EDF = Earliest deadline first scheduling = Ilnaruposanue 1o
OJKaiIIeMy CpoKy 3aBepIIeHHsT

Least laxity first (LLF) = Haumenee pacciabieHnble cHaYAI
Least slack time (LST) = HaumenbIiiee BpeMst IpoCTOsT

... (U1t KazK10r0 HAbGOPA 3319 MOXKET IIOJXOIUTH CBOIl aJrOpUTM)
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Cheddar : a free real time scheduling simulator.

File Edit View Tools Help

Cle|o|dd #=e=)

-
'Task name=T1 Petiod= 29, Capacity= 7; Deadline= 29, Start time= G} Priority=1; Cpu:'aa 7

Task name=12 Petiod= 5; Capacity= T; Deadiine= 5; Start time= G; Priority= 1, Cpir-exo?

I 1 1 )
Taskname=T3  Period= 10 Capacity= 2; Deadline= 10 Start time= 0; Priofity= 1; Cpu=exo1

j Co—

s

Scheduling feasibility, Processor exol :

1) Feasibility test based on the processor utilization factor

- The bass pericd is 290 (see [18], page 5).

- 104 units of time are unused in the base perio

- Processor utilization factor with deadline is 0 64138 {see [1], page 6).

- Processor utilization factor with period is 0.64138 (see [1], page 6)

- In the preemptive case, with RM, the task set is schedulable because the processor

2) Feasibility test based on worst case task response time
- Bound on task response time : (see [2], page 3, equation 4).
71 => 14

T3 => 3

T2 => 1
- All task deadlines will be met @ the task set is schedulable.

utilization factor 0.64138 is equal or less than 0.77976 (see [1], page 16, theorem 8).

=
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Jucneruepusamnusi

Anams cBOMCTB MJIAHUPOBAHUS 3184

Giorgio C. Buttazzo

Hard Real-Time Computing
Systems

Predictable Scheduling Algorithms
and Applications

Third Edition

@ Springer
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Anasms cBoficTB mIaHNpPOBaHNS 33124 (Teopus)

[Tnan mokazaTebCTB TOrO, 9TO HADOP 3a/a4 SBJSIETCS [LJIAHUPYEMbIM
KOHKPETHBIM aJITOPUTMOM:
e Pacuer koadduiimerTa UCIOIb30BAHUS TPOIECCOPA
e Pacuer mammenbimeit BepxHeil rpannipl Ko3hduimenTa
HCITOJIb30BAHUS MPOIECCOPa — MUHUMYM KO3 PUITUEHTOB
HCIIOJIB30BaHUs 110 BceM HabopaM 3aJ1a4, KOTOPbIE ITOJTHOCTHIO
WCIOJIB3YIOT IIPOIECCOD

0 Uy Um

o AHaJMTHYEeCKHii IOUCK: PACCMOTPETH CJIyYaH, HOJYyIUTh (PYHKINIO,
HATH ee MUHUMYM
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Hucneryepusanmsi

Anasms cBOCTB ITaHUpOBaHUs 3a1a4 (IPUMep U3 KHUTH)

2 4 34

e U > 0.83, mnanupyemocts Habopa 3a/a4 ¢ TMOMOIIBIO aIrOpUTMa
RMS He rapanTupoBaHa;

o U < 1, mnanupyemocTth Habopa 3a1a4 ¢ IOMOLILIO ajaropurma EDF
rapaHTHPOBAHA.
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Hucnergyepusanus

[Taprunuposanubie (MHoropasmuenbibie) OC

@ MOoXXHO ompeJie/TUTh CBOM aJITOPUTM IIJIAHUPOBAHUS JIJIS KaXKI0TO
pazmesna

&= *model.aadl Ki] test.aadl _diagram

package test
= public

W with Data Model;
with POK;

=virtual processor partition
properties
a POK: :Scheduler => ;
POK: :Additional Fe
end partition; 4 EDF
4 LLF

4 RMS

elprocamsar ppc (oRe

end ppc; 4 STATIC

< TIMESLICE
processor implementat“

=1 | -

=virtual processor imp
end partition.impl;

1] Problems = | Propertie i=

Oerrors, 1warning, Oothers &= classifier

Description = compute L
» & warnings (1item)
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Partitioning

[Taprunuposanubie (MHoropasmuenbibie) OC

MojiestupoBaHue U MPOBEPKA MOBEIEHNST TAKON CUCTEMBI BBIIIOJTHEHO B
BHJIe BBIITOJTHUMOM Mojiesin ¢ ucrnojb3opanneMm Merona Model Checking,
obeyxaeno na OS DAY 2020 u onucano B crarbe "A Formal Model of a
Partitioned Real-Time Operating System in Promela":

Mojtesib BKITFOUAJIA TPOTPAMMHBIE IIPEPBIBAHUST JJIsI CHCTEMHBIX
BBI30BOB, paboTy ¢ oObeKkTaMu Tuiia ceMadop, /iBa IJIaHUPOBIIUIKA
round robin ¢ BO3MOXKHOCTBIO PACIITUPEHUs CTPATEruil MJIAHUPOBAHUS.
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O Model Checking

e Meto 1 IpoBepKH MOJIeJIell TIOJIyIaeT Ha BXOJ ABTOMATHYIO MOJIE/h
CHCTEeMbI U aBTOMAT (HOJIy9YeHHBIH U3 TeMIOpajbHON (hOPMYJIBI) €
TpeboBaHUSIMNU

o OObIunbIit Ipornecc TeCTupoBaHUA:

o)

e Model Checking:

- - - -

assert formula assert formula assert farmula

oo oo oo
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O Model Checking

o Cucrembl Bpojie SPIN mo3BOJISIIOT MTOJIYYUTh CUCTEMY MIEPEXOI0B U3
koma na DSL ¢ sicHoit cemanTukoit?

o Jlamee MoXKeT OBITH IPOBEIEH ONTUMHU3NPOBAHHBIN 00X0I aBTOMATA
(DFS) u npoBepka CBOWCTB HaJ| IEPEMEHHBIME CUCTEMBI

e Bularomapsi HCIo/ib30BaHUIO W-sI3bIKOB (aBTOMATHI BIOXH) MOXKHO
IpOBEPATH U 6€CKOHEYHO (PYHKIIMOHUPYIONINE CUCTEMbI

e Brnarogaps texmomoruun Swarm Model Checking u ee
noreHmaJbHbIM peasuzanusaM Jiasgs CPU, GPU u FPGA moxuHO
[IPOBEPSTH HAPYIIEHHE CBOMCTBA B O'POMHBIX CUCTEMAM C
UCIIOJIb30BAHUEM X3IIEH COCTOAHUIN

“Natarajan, V., and Gerard J. Holzmann. "Outline for an operational semantics
of Promela."The Spin Verification System 32 (1996): 133-152.
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Hoxuag co SPIN 2019

Multifaceted Automated Analyses for
Variability-Intensive Embedded Systems

Sami Lazreg Maxime Cordy*

Philippe Collet

Patrick Heymans ~ Sébastien Mosser

Visteon Electronics  SnT, University of Luxembourg Université Céote d’Azur University of Namur Université Cote d’ Azur

Université Cote d’ Azur
CNRS, 13S, France

Luxembourg

Abstract—Embedded systems, like those found in the automo-
tive domain, must comply with stringent functional ﬂnd non-
functional requirements. To fulfil these i

CNRS, I3S, France

Belgium CNRS, I3S, France

differing in, e.g., the size of the flowing data chunks, the order-
ing of the operauon tasks, or the choice between alternative,

are confronted with a plethora of design alternatives both at
the software and hardware level, out of which they must select

q tasks. Second, there exists a diversity
of configurable hardware platforms whlch can differ, e.g., in
memory and p 1i Third, there are

the optimal solution wrt. possibl. ic quality
(e.g. cost of manufacturing vs. speed of execution). We propose
a model-driven framework to assist engineers in this choice.
It captures high-level specifications of the system in the form
of variable and A
mapping algorithm then derives the design space, i.e. the set
of compatible pairs of application and platform variants, and a
variability-aware executable model, which encodes the functional
and non-functional behaviour of all viable system variants. Novel
venﬁamon algorithms then pinpoint the optimal system variants
poeym B

et $homnnnts o

SRE T T s

various ways of mapplng and deploying a given application
on a specific platform, e.g., choose a processor to perform a
given task or select a memory unit to store a given data.
This threefold variability is typical in automotive and many
other kinds of embedded systems [1]. Unfortunately, it leads to
a high number of variants (1,548,288 in this particular case),
each of which represents a specific system design alternative
(or design for short), that is, a specific mapping of a specific
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Model checking

Pemmaemble 3a/1aun B Halleir padbore

Peanmuzamust aaropurMoB miaHnpoBaHus HAOOpa 3a/1at Ha
MOJEJIbHOM $I3bIKE BEPU(MUKATOPA

o Omupenenenne TpeboBaHM

(] SKCHQPI/IMGHTI)I

Oripeiesienne 1mepCreKTnB
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Peaymmzanust aJropuTMoB 1aHupoBannsg — RMS
(HEBBITECHATOIIIIY )

task{current_task]max_time)

true

bool task_found = false;

Exist I (tskllTast_tran == 1)
11 ttasklildast_t_run + task{il.interval <=1

[ skl ast_un 1= 1) &&

TS missed = true;
(task(iLlast_t_run + task(i.interval <8

Carrent_task = T,
taskfilJast_trun = t;
current_runtime_task = 0;

I found = true;

[m;uaundT:

PrTRIC(E = %] current task = sKGA\T,
t, tasklcurrent_task]task_id);
current_runtime_slice++;

t=Tmax passed

current_runtime_task++;

Processor_uti+;
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Model checking

Peanuzanus ajroputMoB miannpoBanus — RMS
(BBITECHSIFOTITHIA )
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Model checking

PeaﬂHSaHHHﬁaﬂFOpHTMOB IMJIaHNPOBaHM A

o Peasmzarusi aJiropuTMOB IIJIAHUPOBaHUST HAOOpa 3324 Ha
MOJIEJILHOM $I3bIKE BEPUMUKATOPA BO3MOXKHA

e Bruyrpennnit apromar SPIN mensine 200 cocrostHI 15T ABYX
BHUJIOB CTpATEruii BHITECHEHUS

o /layee BO3MOXKHO SKCIOPTUPOBATH CUCTEMY MEPEXOIOB U B APyTHUe
CHACTEMBI

o IlockoJibKy MBI SIBHO UMEEM I[€PEMEHHYIO “BpeMs’, TO CTpaTerus
BBIOOpA 33029 MOXKET OBITh HAIMCAHA B JIFOOOM BHIE,JIUINL OBI ee
[MPUHSLIO CPEJICTBO BEPUMDUKAINY, €CJIU KOHETHO He Tpedyercs
[MOKa3aTh OJIN3KYIO K 3(P(OEKTUBHON PEATHUIANNIO C YIETOM 9TOrO
mapameTpa
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Model checking

K mposepke cBoiicTB

B momens mobasiensl ciemyioniue mepeMeHHble:
o Koaddunument ncmonb3oBanms Iporeccopa
o [Ipu3Haxk ¥ KOJIMYECTBO MPOIYCKOB ILJIAHUPOBAHUST
o CpeﬂHee KOJINYECTBO HpOHyH_LeHHbIX BPpEeMEHHbIX TaKTOB

Co0TBETCTBEHHO, MOXKHO COCTABJISITH (DOPMYJIBI C JIAHHBIMHI
IIepeEMEHHBIMU JIJIsT aBTOMATHIECKON TPOBEPKU CBOMCTB.
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Model checking

[IepcrieKTuBEI

e Peanuzanus pasHbIX aJrOPUTMOB IJIAHUPOBAHUS W UHTETDAIUS C
HpEeXK/JIe PeaM30BaHHON MOJIEJIBIO

(] BbI60p OIITUMAJIBHOT'O aJITOPUTMa IIJITaHUPOBaHUA JIJIsA 3aaHHOIO
Habopa 3a7ad

e Mojesn 7151 yCJIOKHEHHBIX AITOPUTMOB IJIAHUPOBAHUS (JIOCTYII K
obIIMM pecypcam U T.1I.)

o IlepebopHbIil TONCK HauMEHbBINEH BepXHEl IPaHMUITbI
MCIIOJIB30BaHUs IIPOIeccopa Jjisd Habopa 3a/1a4d
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Bakiodenue

OneHka aJropuTMOB ILJIAHUPOBaHUS HAOOpa 3a/a4 B
MOJIEJIN CUCTEMbBI PeaIbHOTO BpEMEH!

Bynbre 310posst!

serg _soft@mail.ru
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