EBreHnin CnHenbHNUKOB

base

alt

YnpaBneHue npepesom LDAP-06H€EKTOB
yepes nHtepdcenc pannoBon cucTemMbl —
ADFS



[ThaH poknapa

bas

* KnueHTCKMe cpeactsa ynpassieHna AD B Samba
- samba-tool
- |dapsearch/ldapmodify
- Idbsearch/ldbmodify

* 3agavyn agMuHucTpuposaHua AD
- YnpaBneHne 4OMEHOM C AOBEPEHHbIX Y3/10B
- [1pumMmeHeHne rpynnoBbIX NOSINTUK

* Unix way powershell pna Active Directory



base., KnueHTCKue cpeanctBa Linux
alt /& ynpaBneHus Active Directory (1)
(A

* samba-tool
— PaboTaeT nokKasibHO OT aaAMUHUCTpaTopa

- He Tpebyet ayTeHTUdMKALUN B IOMEHE
- OO6palaetca K pannam 6a3bl ldb Hanpamyro

[root@dcO ~]# klist
klist: Credentials cache keyring 'persistent:0:0' not found

[root@dcO ~]# samba-tool user list
ldb_wrap open of secrets.ldb

krbtgt
adgpotest
Guest
Administrator
[root@dcO ~]#
3




KnueHTtckue cpeactBa Linux
ynpasneHusa Active Directory (2)

e Samba-tool n3-noa agmMmMHUcCTpPaTopa
- Ha pabouen ctaHunm paboTta He nNpeaycMoTpeHa

[root@clw@ ~]# samba-tool user 1list
ltdb: tdb(/var/lib/samba/private/sam.ldb): tdb_open_ex: cBuld not open file /var/lib/samba/private/sam.ldb: No

Unable to open tdb '/var/lib/samba/private/sam.ldb’': No such file or directory
Failed to connect to 'tdb:///var/lib/samba/private/sam.ldb' with backend 'tdb': Unable to open tdb '/var/lib/sa

ERROR(1ldb) : uncaught exception - Unable to open tdb '/var/lib/samba/private/sam.ldb’': No such file or directory
File "/usr/1lib64/python3/site-packages/samba/netcmd/__init__.py", line 185, in _run

return self.run(*args, **kwargs)
File "/usr/lib64/python3/site-packages/samba/netcmd/user.py”, line 535, in run

credentials=creds, 1lp=1p)
File "/usr/lib64/python3/site-packages/samba/samdb.py"”, line 67, in __init__

options=options)
File "/usr/1ib64/python3/site-packages/samba/__init__.py", line 115, in __init__
self.connect(url, flags, options)
File "/usr/lib64/python3/site-packages/samba/samdb.py", line 82, in connect
options=options)
[root@clw® ~]#




base
{
alt

* Gadmin-samba / system-config-samba ?

Module Config

* Webmin samba plugin ?

View all connections.
Share Name

[F] homes

[T] printers

Samba Windows File Sharing

Samba version 4 2.3

Path
All Home Directories
Al Printers

Security

KnueHTtckue cpeactBa Linux
ynpasneHusa Active Directory

Search Docs..

Select all. | Invert selection. | Create a new file share_ | Create a new printer share_ | Create a new copy. |

Read/write to all known users

Printable to all known users

Select all_ | Invert selection. | Create a new file share. | Create a new printer share_ | Create a new copy. |

View all connections.

| @ Delete Selected Shares

Global Configuration

7

Unix Networking

A

e (<] Q
Activate Deactivate Reread

| Information: SAMBA 4.10.2

Setti GADMIN-SAMBA 0.2.4 settings

Settings:
New samba configuration:

Server settings Users Shares Maching: nm
= — Start winbind server:
Server settings

the servers host name: Path to smb.conf: /etc/samba/smb.conf Miscellaneous Options
Comment: Samb 7, pply ©Cancel /
Edit Config File
Workgroup or domain name: DOMAIN -
| | Security level: Active directory v ~
I Active directory kerberos realm: DOMAIN.ALT Samﬁers

Allowed hosts and networks: §

Group Synchronisation

Restart Samba Servers

Handle connections on:

Announce this server to:

Stop Samba Servers

s

Windows Metworking

Winbind Options

&
Convert Users
& \

-

Bind to Domain

(3

Authentication

&)

=)

File Share Defaults

User Synchronisation

R

"?é‘]

Windows to Unix
Printing

=
=

Printer Share Defaults

Samba Groups

Click this button to restart the running Samba servers on your system. This
will force the current configuration to be applied. This will also disconnect
any connections to the server, so if you do not want the current
configuration to be applied immediately you should just wait 1 minute until
Samba reloads the configuration automatically.

Click this button to shut down the running Samba semvers on your system.
All currently logged in users will be forcibly disconnected



KnneHTCKune cpeacrBa
ynpaBneHusa Active Directory (4)

LDAP-6pay3epbI?
- Web-knueHtobl (Lam, ...)
— Tonctble kKnneHTbl (Apache Directory Studio, ...)

LDAP Account Manager Pro (127.0.0.1:389) - Mozilla Firefox

4 LDAP Account Manager © X | 4+

&« G @ @ & htt vww.ldap-account-manager.org/lam/templates/lists/list.php?t - Sea Y 1IN A O BEDS =

;:~ LDAP Account Manager Pro - 6.7 (Logged in as: admin) |8 Tree view =, Tools @ Help [l Logout

£ Users & Groups ™ Hosts [-1Mail aliases & DHCP & Groups of names o Aliases Asterisk extensions {4 Password policies

= New domain & Delete selected domains 1t File upload lam-demo > org - DN

Domain count: 1

Actions Domain name Domain SID
Sort sequence L\ Z L7 Y
Filter <7
Ax A test 5-1-5-21-3170208099-3458077265-3964164514
h



base,, POAHbLIE UHCTPYMEHTHI
alt "& agMuUHUcTpupoBaHua (RSAT)
(A

e CnyX0bl Ha YpOBHE NPOTOKO/10B

- LDAP (c ayteHTUukauuen yepes Kerberos)
- DCE/RPC

- WBEM + DCOM = WMI
- WSMAN + SOAP = WIinRM

e Cy)XObl Ha YPOBHE MPUOXEHUN:

— OcHacTKn noa cny>Xobl
e NomeH, Cxema, Cauntbl, pynnoBbie MNOSIUTUKN, ...



base 3agayn aaMUHUCTPUpPOBaHUA
alt "}\ Active Directory (MMHUMYM)

 O6BbEKTLI yrpaBneHnsa AOMEHOM
- MNMonb3oBarenu, Npynnel, Komnbiotepbl, KOHTENHEPD
— Cantbl, 30Hbl DNS, CepTudomnkarsl
- Cxema LDAP, FSMO-ponu, ...

* IHCTPYMEHTbI ynpaBfieHnsi KOHUrypauusmm
— I'pynrlosble NOJIMTUKN KOMIbOTEPOB

* /IHCTPYMEHTbI YNpaBieHusi N01b30BaTeNsIMU
— I'pynnosble NOSIMTUKU NOJSib30BaTesnien



base,., APXUTEKTypa UHCTPYMEHTapus
alt ynpasneHust AD nop, Linux
(A

NHCTPYMEHTbI ynpaBneHns ans pabo4ven cTaHUunn:

- fuse-npunoxeHne ana LDAP:
 ADFS (Active Directory File System) — backend

- 'padonyeckoe npunoxeHue (Ha 6aze QT):
* ADMC (Active Directory Management Center) — frontend

- fuse-npunoxenne ana GPO:
* GPOM (Group Policy Object Manager) — backend

- KnneHTckue cpenctea KOHUIypmpoBaHUS:
* oddjob_gpoapply PAM-module — system backend
* KoHdourypaTtop Ha wunHe DBUS — system configurator g




Unix way powershell
ana Active Directory (1)

NHuTepdenc ADFS:

$ Kkinit
$ mount <mountpoint> <domain_controller>

[sin@xpli ~]$ ls /home/sin/work/samba/ui/hadfs/mnt

[sin@xpl ~]$ grep -1 samba /home/sin/work/samba/ui/hadfs/mnt/.attributes
0EMInformation: Provisioned by SAMBA 4.9.4
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Unix way powershell
alt ’;)\ ans Active Directory (2)

$ less mnt/.attributes

fSMORoleOwner: CN=NTDS Settings,CN=DCO,CN=Servers,CN=Default-First-Site-Name,(CN=Sites,CN=Configuration,DC=domain,DC=alt
forceLogoff: -9223372036854775808

gPLink: [LDAP://CN={31B2F340-016D-11D2-945F-00C04FB984F9},CN=Policies,CN=System,DC=domain,DC=alt;0]

instanceType: 5

isCriticalSystemObject: TRUE

lockOutObservationWindow: -18000000000

lockoutDuration: -18000000000

lockoutThreshold: ©

ImasteredBy: CN=NTDS Settings,CN=DCO,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=domain,DC=alt
ImaxPwdAge: -36288000000000

IminPwdAge: -864000000000

ImodifiedCount: 1

ImodifiedCountAtLastProm: 0

Ims -DS-MachineAccountQuota: 10

ImsDS-AllUsersTrustQuota: 1000

ImsDS-Behavior-Version: 4

ImsDS-IsDomainFor: CN=NTDS Settings,CN=DCO,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=domain,DC=alt
IMsDS-NcType: 0

ImsDS-PerUserTrustQuota: 1

ImsDS-PerUserTrustTombstonesQuota: 10

ImsDs -masteredBy: CN=NTDS Settings,CN=DCO,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=domain,DC=alt
INTMixedDomain: 0

Iname: domain

InextRid: 1000

loEMInformation: Provisioned by SAMBA 4.9.4



_ Unix way powershell
alt "y,\ nns Active Directory (3)

$ echo -n 'Pa$$wOrd' >.chpwd

[sin@xpi hadfs]$ grep KnownObjects /home/sin/work/samba/ui/hadfs/mnt/.attributes | grep Users
wellKnownObjects: B:32:A9D1CA15768811D1ADEDOOCO4FD8D5CD:CN=Users,DC=domain,DC=alt

[sin@xpi hadfs]$ ls -a /home/sin/work/samba/ui/hadfs/mnt/CN\=Users/

.attributes

.attributes.json

[sin@xpl hadfs]$ cd /home/sin/work/samba/ui/hadfs/mnt/CN\=Users/CN\=Administrator/
[sin@xpi CN=Administrator]$ ls -a

.attributes .attributes.json .chpwd

[sin@xpli CN=Administrator]$ echo -n 'Pa$$wOrd' >.chpwd

[sin@xpi CN=Administrator]$




base 3akKyeHue

alt

Active Dlrectory File System (Haskell POC)
https://github.com/altlinuxteam/hadfs
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