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o Anekcangp [lonos
o Paspabotunk sigpa Linux ¢ 2012 roga

o VlccneposaTens nHdpopmaunoHHoi besonacHoCTn B

~POSITIVE TECHNOLOGIES

o [Joknagunk Ha KoHdepeHumax: Linux Security Summit,
SHA2017, Open Source Summit, LinuxCon, OSDay,
Positive Hack Days, Linux Piter n ap.
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Onpegenumcs ¢ tepmunamu (1)

OnepaywuonHas cucrtema (OC) - 310 nporpammHoe
obecnedenne, ynpasastoLiee annapaTHbIMU 1
NPOrpaMMHbLIMU PECYPCAMU KOMMbIOTEPA U
NpefoCTaBASIOLIEe Pa3ANYHbIe CePBUCH A5

KOMMNbIOTEPHbIX MPOrpaMm
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Onpegenumcs ¢ tepmunamu (2)

Appo OC - ocHosHas (1 camas unTepecHas) vacts OC,
yNpaBAstoLast BbIMOJHEHMEM MPOLECCOB 1 NX AOCTYMNOM K
pecypcam BbIYUCIUTENBHON CUCTEMBI:

o MPOLIECCOPHOMY BpeMEHH,

e OMEPATUBHON NamMATK,

o YCTPOICTBaM BBOAA-BbIBOAA,

o MEXaHU3MaM MEeXNpPOLECCHOrO B3aUMOAEACTBNS,

e CpeACcTBaM CETEBOrO B3aUMMOLENCTBUSA N Ap.
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Linux Kernel

o Alapo Linux - ocHoBa cemeiicTBa onepaLmoHHbIX
cuctem GNU/Linux u OC Android.

o 'One of the most successful collaborative development

projects in history”
https: //www.linuxfoundation.org/2017-linux-kernel-report-landing-page/

» 90% of the public cloud workload,

» 62% of the embedded market share,

» 99% percent of the supercomputer market share,

» 82% percent of the world's smartphones,

» 15,600 individual developers from over 1,400
different companies since 2005

> almost 25 million lines of code (v4.13)
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https://www.linuxfoundation.org/2017-linux-kernel-report-landing-page/

NHTepdeiichl sapa Linux
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Onpegenumes ¢ Tepmutamu (3)

o OcHoBsHast 3aga4a NHPOPMALMOHHOR be3onacHoCT —
uenecoobpasHasa n cbanaHcnpoBaHHas 3awWnTa
KOHCbI/I,D.eHLI'I/IaJ'IbHOCTI/I, LENOCTHOCTN N AOCTYNHOCTN OaHHbIX

o Security is risk management (Bruce Schneier)
https://www.schneier.com /essays/archives /2007 /01 /information _security 1.html

o [lna oueHkn puckos HeobxoanmMa MomeNnb yrpo3
NHPOPMALIVOHHON CUCTEMBI

o Xopowmii npumep: Basoeasi mogens yrpos besonacHocTu
NEPCOHASbHBIX AaHHBIX NPU Ux 0bpaboTke B MHMDOPMALMOHHBIX
cmcTemax nepcoHanbHbix ganHbix (PCTIK)
https://fstec.ru/component/attachments/download /289
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https://www.schneier.com/essays/archives/2007/01/information_security_1.html
https://fstec.ru/component/attachments/download/289

Va3BumMocTu

e OgHa n3 knaccudpmkayuii yrpos MHGOPMaLMOHHONM
be30nacHOCTN — MO NCMONBL3YEMOII YASBUMOCTY

e VA3BUMOCTb - HEAOCTAaTOK B NPOrPaMMHO-anmnapaTHOM
obecneyeHnn NHPOPMALMOHHOR CMCTEMBI, KOTOPbIi MOXET DbITh
NCMoNb30BaH ( «MPOIKCMIYaTUPOBAHY ) A/is Peann3aunm yrpossi
besonacHocTu (Ans aTakm)

e JkcnaowuT - nporpaMma manm nocnenoBaTeyibHOCTb KOMaH[A,

ncnonssyrowas yaseumoct B 1O n npumeHsiemas gns atakm Ha
MHPOPMALIOHHYIO CUCTEMY
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Onucaxne ysisBumocTeii

,ﬂ)’lﬂ CNCTteMaTmsaunmnm onnCaHnAa MHOXXECTBA yﬂ3BVIMOCTeﬁ
NCNONb3YHKTCA:

o eanHas 6asza gantbix ysssumocteii CVE (Common
Vulnerabilities and Exposures) https://cve.mitre.org/

o CVSS-gekTopa (Common Vulnerability Scoring System)
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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https://cve.mitre.org/
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

Metpukn CVSS v3

CVSS v3 Vector
NA

Base Score Metrics

Exploitability Metrics Scope (s)*

Attack Vector (AV)* Unchanged (S:U) ~ Changed (S:C)
Network (AV:N) ~ Adjacent Network (AV:A)  Local (AV:L) ~ Physical (AV:P) Impact Metrics

Attack Complexity (AC)* Confidentiality Impact (C)*

Low (AC:L)  High (AC:H) None(C:N)  Low(CiL)  High (C:H)
Privileges Required (PR)* Integrity Impact (1)*

None(PR:IN)  Low (PRLL)  High (PRH) None(IN)  Low(iL)  High (I:H)
User Interaction (U1)* Availability Impact (A)*

None (UEN)  Required (UIR) None(AN) ~Low(AL) High(AH)

* - All base metrics are required to generate a base score.
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VcTpaHeHune ysisBumocTeli B sigpe Linux

o [uranTckas koposas basza agpa Linux paseneaercs ¢ OrpoMHOIi
CKOPOCTBIO:
» mexay penmsamu v4.8 n v4.13 B sigpo gobaensnoce 7500
cTpok koga - EXXKEAHEBHO
> CpeaHsisi CKOpOCTb merge npu 3Tom bbina 8.5 natuyeii/yac
> B KaXkKA0M pesinse yyacteosano > 1500 paspabotumkos

e V Hac ecTb caHuTaiizepsl, dassep syzkaller, nHctpymenTol
cTaTu4eckoro aHanusa, HO...

o VA3BUMOCTU BHOCATCSA ObICTpEE, YeM UCMPABASIOTCA — CM.
"Ckazky o Thicsade sagepHbix baros" muTtpus Berokosa
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https://events.linuxfoundation.org/wp-content/uploads/2017/11/Syzbot-and-the-Tale-of-Thousand-Kernel-Bugs-Dmitry-Vyukov-Google.pdf

VA3BUMOCTN U MeXaHU3MbI pa3rpaHn4eHma nocTtyna

o MexaHnambl pasrpaHuyeHust goctyna B aape Linux peannsytotcs
¢ nomowysto LSM (Linux Security Modules)

Mpumepbl LSM n3 BaHunbHoro sigpa: APPARMOR, SELINUX,
SMACK, TOMOYO, YAMA

LSM He 3awmiiaeT oT skcnayaTauumn saepHbIX YA3BUMOCTE

e LuTupyto grsecurity:

LS

Aernel

Blackhats with kernel exploits

Discretionary Access Control Mandatory Access Control

Once a security exploit gains access to Kernel palicy defines application Basement dwelling 12-year olds armed with kernel exploit
priveleged system component, the rights, firewalling applications from released past Tuesday. A SELinux disabling payload in the
entire system is compromised. compromising the entire system. exploit turns your entire MAC policy into laughing stock.

You spend the rest of the weekend removing SSH backdoors.

Red Hat and Security-Enhanced Linux (SELinux): It's really about the neat diagrams.
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Kernel Self Protection Project

Y100bI NOBLICUTL HE30MACHOCTL AAPa HYXHO DosbLIe, YeM

ncnpasseHne owmnbok
Aapo Linux gonxHo besonacHo oTpabaThiBaTh B OLLUMOOYHOI

cuTyauum
Npen grsecurity & PaX - BO MHOrOM UCTOYHUK BAOXHOBEHUS

Llenb: ycTpaHeHme KnaccoB ysA3BUMOCTER N METOLOB UX
3KCrIyaTauum
o Ccobinkn:

» KSPP wiki:
http://kernsec.org/wiki/index.php/Kernel Self Protection Project

» O630p KSPP (Kees Cook):
https://outflux.net/slides/2018/lca /kspp.pdf
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http://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project
https://outflux.net/slides/2018/lca/kspp.pdf

BesonacHocTb sapa Linux

BezonacHocTb agpa Linux — o4eHb CnoXxHasi
npegmMeTHas obnacte. KntoueBble NOHATUSA:

e Knaccel ysazeumocTeii
o TexHukmM nx skcnayatayun

o MexaHn3mebl BbiSsBAEHNSA OWINOOK

o TexHosiorum 3awnTl

Drawn by Daniel Reeve, made

» Bxogsauwme B mainline by weta

» lNocTasnsiemble oTgensHo (B T.u.
KOMMepHecKue)

» Tpebytowme annapaTHO NOAAEPKKN

Bce oHM MMEIOT CIOXKHbBIE B3aMMOCBSI3MN. ..
Bbino Obl nonesHbiM nMeTh rpadgmyeckoe npegcrasnieHue!
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Linux Kernel Defence Map

e [lostomy st paspabortan Kapty cpeacte 3awmtel aapa Linux
https://github.com /al3xp0pO0v/linux-kernel-defence-map

o Kntodesble noHaTrs

Legend:

Mainline Defences ’ Commercial Defences HW Defences
Generic Defence Techniques - Vulnerabilities Exploitation Techniques

o Kaxpas nunHus, coeamHsowas obbekTbl Ha KapTe, 0bo3HavaeT

X B3aUMHOE BJINSIHNE, CYyTb KOTOPOrO C/efyeT BbISICHSTb B
LOKYMEHTauMm
e N.B. [laHHas kapTa He He 3aTparnBaeT cnocobbl yMeHbLUEHNS

MNOBEPXHOCTU aTaKM
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https://github.com/a13xp0p0v/linux-kernel-defence-map

Linux Kernel Defence Map: obuiunii Bug,

https://github.com/a13xp0p0v/linux-kernel-defence-map
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https://github.com/a13xp0p0v/linux-kernel-defence-map

Linux Kernel Defence Map: 4yactb npo STACKLEAK

https://github.com /a13xp0p0v/linux-kernel-defence-map

/_> Stack Depth Overflow (CWE-674.2)
STACKLEAK —_— PAX_MEMORY_STACKLEAK ——» Uninitialized Vars (CWEAS—I%
\» Info Exposure (CWE-200)

Legend:

Mainline Defences Commercial Defences Vulnerabilities -
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https://github.com/a13xp0p0v/linux-kernel-defence-map

Linux Kernel Defence Map: peanunsauus

o KapTy Hy>HO 0BHOBNSTH (KakK MUHUMYM, KaXAblii penns sgpa)
o Xo4eTcs UMETb NCXOLHUK B TEKCTOBOM Buge u Bectu ero B VCS

e He xoueTcs Bpy4HYtO paccTaBAsTb 0OBEKTbI (C MUHUMAIBHBIM

KOJINYECTBOM MepeceqeHnii Cesi3eii)
o [loatomy ucxogHuk Ha s3vike DOT, cxemy renepupyet GraphViz:

# dot -Tpng map.dot -o map.png
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[MocMoTpuM Ha KapTy bonee npucTanbHO
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Linux Kernel Defence Map: nctouHunku

https://github.com/a13xp0p0v/linux-kernel-defence-map

o CpoiicTBa be3onacHocTu grsecurity

o [lokymeHTauusi no 6e3onacHOCTU B WCXOAHMKAX sapa

o Pekomenpaunn KSPP no koHndurypauuu saapa

o Tekywuii cTaTyc nepeHoca PyHKUWIA grsecurity B

Android Open Source Project

o Ob30p TeHaeHunii B besonactoctn OC ot

nccnegosatensckoro Lentpa Microsoft (MSRC)
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https://github.com/a13xp0p0v/linux-kernel-defence-map
https://grsecurity.net/features.php
https://www.kernel.org/doc/html/latest/security/self-protection.html
http://www.kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
https://github.com/hardenedlinux/grsecurity-101-tutorials/blob/master/kernel_mitigation.md
https://github.com/Microsoft/MSRC-Security-Research/tree/master/presentations/2019_02_BlueHatIL

kconfig-hardened-check

[ns asTomaTnzaumm nposepkmn .config agpa Linux

s pa3paboTtan https://github.com/al3xp0p0v/kconfig-hardened-check
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https://github.com/a13xp0p0v/kconfig-hardened-check

B sakntoyenune

o KapTa cpegcts 3awuThl Agpa Linux kpaliHe nonesHa pns:
> OTC/IEXKUBAHUSA AKTYasIbHOTO COCTOsIHUS De30nacHOCTU s4pa,
» paspabotku mogeneii yrpo3 /IC Ha 6aze GNU/Linux,
» BblIOOpa COOTBETCTBYIOLNX CPEACTB 3aLLNTHI.

o [lpurnawato K y4acTuio B ee OTKpbITOl pa3paboTke!
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Cnacunb6o! Bonpocbi?

alex.popov@linux.com
©a13xp0p0v

http://blog.ptsecurity.com/
Optsecurity
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