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Cratnvyeckuu aHanumi koga OCCH c

MCNonb30oBaHMeM UHCTPYMeHTa Svace

PAH

apache2-SE1.6 « | master

BAD_COPY_PASTE (7)
BUFFER_OVERFLOW.PROC (1)
CHECK_AFTER_PASS_TO_PROC (2)
DEREF_AFTER_NULL (5)
DEREF_AFTER_NULL.EX (7)
DEREF_AFTER_NULL.RET (1)
DEREF_OF _NULL (3)
DEREF_OF_NULLASSIGN (3)
DEREF_OF _NULL EX (11)
DEREF_OF_NULL.EX.COND (2)
DEREF_OF_NULL.RETPROC.STAT (1)
DEREF_OF_NULL.RET.STAT (12)
DIVISION_BY ZERO (1)

DIVISION_BY_ZERO Division by zero
mod_socache_shmcb.c:610
= [defect] Range at mod_socache_shmch.c:610
= [Division by zero] Assuming ‘aplog_module_index' is
null at mod_socache_shmch.c:588
= Loop body executed 0 times at
mod_socache_shmch.c:593
Add comment

History Undecided

Unspecified v

ENUM_TO_BOOLEAN (1)
EVALUATION_ORDER (1)
HANDLE_LEAK (1)
INVARIANT_RESULT (5)
INVARIANT_RESULTEX (2)

| Fri Dec 07 13:28:39 MSK 2018 * | Show >
_svres:export import

fhome/svace/apache2/apache?2-2.4.25/modules/cache/mod_socache_shmeb.c BEEGENEE

[Loop body executed 0 times]

593 for (loop = @; Lloop < header->subcache_num; Lloop++) {
594 SHMCBSubcache ¥subcache = SHMCB_SUBCACHE(Cheader, Lloop):
595 shmcb_subcache _expire(s, header, subcache, now);
596 total += subcache->idx_used;
597 cache_total += subcache->data_used;
598 if (subcache->idx_used) {
599 SHMCBIndex *idx = SHMCB_INDEX(subcache, subcache->idx_pos);
600 non_empty_subcaches++;
601 idx_expiry = idx-»expires;
602 expiry_total += (double)idx_expiry;
603 max_expiry = ((id<_expiry > max_expiry) ? idx<_expiry : max_expiry);
604 if (!min_expiry)
605 min_expiry = idx_expiry;
606 else
607 min_expiry = ((idx<_expiry < min_expiry) ? idx_expiry : min_expiry);
608 3}
609 3
(Division by zero | [defect] Range
A 610 index_pct = (1@@ * total) / (header-=index_num *
611 header->subcache_num) ;
612 cache_pct = (1@ * cache_total) / (header->subcache_data_size ¥
613 header ->subcache_num) ;
614 /* Generate Qutput */
615 if (!(flags & AP_STATUS_SHORT)) {
616 ap_rprintf(r, "cache type: <b>SHMCB</b>, shared memory: <b>%" APR_SIZE_T_FMT "</b> "
617 "bytes, current entries: <b>%d</b><br>",
618 ctx->shm_size, total);
619 ap_rprintf(r, "subcaches: <b>%d</b>, indexes per subcache: <b>%d</b><br>",

header-=>subcache_num, header-=>index_num);
if (non_empty_subcaches) {

apr_time_t average_expiry = (apr_time_t)(expiry_total / (double)non_empty_subcaches);

ap_rprimtf(r, "time left on oldest entries' objects: ");

if (now < average_expiry)

ap_rprintf(r, "avg: <b>%d</b> seconds, (range: %d... %d)<br>",

(int)apr_time_sec(average_expiry - now),
(int)apr_time_sec(min_expiry - now),
(int)apr_time_sec(max_expiry - now));
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else
ap rprintf(r, "expiry threshold: <b>Calculation error!</b><br>"});
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OGpaboTka pe3ynbTaTtoB Svace ons
nporotuna moaynsa Parsec

=

JNlerkoBbisBNseMble NpeaynpeXxaeHus o
160 «  STRING_OVERFLOW 40%; 151
DYNAMIC_OVERFLOW

140 2. NpeaynpexpeHus, BbiABASAEMbIE C/IOXKHee
* DEREF_AFTER_FREE
120 3. TpyaHoBbiABAAEMbIe NpegynpexaeHus
e  TAINTED_PTR 26%; 102
100
80
60
11%; 41
40 9%; 33
6%; 24
0s .
0
onacHbie olWHBKK OTHA3kLI B HeonacHele CTpﬂHthﬁ, HEONTHMANBHLIA HeobOCHOBaHHBLIE HeofbACHMMBIE
obcny:HMBaHKK OoWHOKK NoA03pHTENLHBLIM KOog npegynpexgeH|a npegynpesaeHua
KOog,



CtaTtnyeckun aHanus koga OCCH ¢
ncnonb3oBaHuem MHcTpymeHTa Cppcheck

Cppcheck - &

File Edit View Check Help

¢ "EO20r ¥x0 [DBREEEE | o

File Severity Line Summary Id
. parsec-2.5.208/lib-aux/maux_hash.c style 190 The scope of the variable 'i' c... variableScope
W parsec-2.5.208/lib-aux/maux_scnprintf.c
@ parsec-2.5.208/lib-aux/maux_scnprintf.c error 28 va_list 'args' was opened but ... va_end_missing
. parsec-2.5.208/lib-aux/maux_scnprintf.c style 23 The function 'maux_u8snprin... unusedFunction

w parsec-2.5.208/lib-aux/maux_str_ubd.c

e' parsec-2.5.208/lib-aux/maux_str_ubd.c 94 The scope of the variable "cur... variableScope

. parsec-2.5.208/lib-aux/maux_str_udd.c style 110 Suspicious calculation. clarifyCalculation
W parsec-2.5.208/lib-cap-db-ldap/cap_db_ldap.c

. parsec-2.5.208/lib-cap-db-ldap/cap_db_ldap.c style 38 The scope of the variable 'oe... variableScope

. parsec-2.5.208/lib-cap-db-ldap/cap_db_ldap.c style 117 The scope of the variable 'rc' ... variableScope

Id: variableScope

Summary: The scope of the variable 'currentch’ can be reduced.

Message: The scope of the variable 'currentch’ can be reduced. Warning: Be careful when fixing this message, especially when there are inner loops. Here is an example
where cppcheck will write that the scope for 'i' can be reduced\012void flint xN012{0012  inti=0M012 if () N012  //it's safe to move 'inti=0;"here\012  for (intn
=0; n<10; ++n) {\012 /{ itis possible but not safe to mowve 'inti=0;" here\012 do_something(&i}\012 012 R0121012When you see this message it is
always safe to reduce the variable scope 1 level.




Ctatnvyeckuu aHanumi koga OCCH c
MCcnonb30BaHUEM cTaTuyeckoro aHanusaropa Clang

598 | ssize t aud_copy_ext(woid *buf, aud_t aud, size_t size) /* to row */

591 {
592 _aud raw t *p = (_aud_raw_t *)buf;
593 aud_entry_t ae = NULL;
594 if (!buf || !aud || size < sizeof( aud raw t)) {
1  Assuming "buf' is non-null — J
2 «— Assuming "aud’ is non-null — J £as if (aud_type(aud) == AUD _TYPE_PROC) {
(8« Taking false branch — J
& +— Assuming the condition is false —
589 _aud_ps_entry_raw_t *e = (_aud_ps_entry_raw_t *){p + 1);
518
. T T — 611 while ((ae = aud_next_entry(aud, ae))) {
g12 maux_set_wl6(&aud->type, AUD_TYPE_PROC);
613 maux_set_w32(&e-rsuccessed, aud_get_successed(ae));
2EE errne = EINVAL; 614 maux_set_w32(&e->failed, aud_get failed(ae));
596 return -1; 615 e ++;
5g7 1 616 b
598 617 return sizeof(_aud_raw_t) + sizeof(_aud_ps_entry_raw_t) * aud_entries(aud);
593 if (size < (size_t)aud_size(aud)) { L }oelse {
519 S* file audit */
* = * .
. + Taking false branch — J Eii _aud_fs_entry_raw_t *e = (_aud_fs_entry_raw_t *){p + 1);
622 while ((ae = aud_next_entry(aud, ae
6ee errno = ERANGE; (« _next_entry(aud, ae))) {
a1 return -1; . +— Loop condition is true. Entering loop body — ]
682 }
g3 523 maux_set_w32(&e-rsuccessed, aud_get_successed(ae));
624 maux_set_w32(&e->failed, aud_get failed(ae));
£B84 maux_set wl6(&p->ver, AUD RAW VERSION); . maux_set w32(Re->id, aud get id(ae));
ZE maux_set_wl6(&p->type, aud_type(aud)); 626 maux_set wB(&e->type, aud_get type(ae));
686 maux_set_wle(&p->num, aud_entries(aud)); 627 &

A

& +«— Pointer arithmetic on non-array variables relies on memory layout, which is dangerous J

628 ¥
629 return sizeof(_aud_raw_t) + sizeof(_aud_fs_entry_raw_t) * aud_entries(aud);
CEL] 1

631 |}
- 9



Ovnamunyeckun aHanus koga OCCH ¢
ncnonb3oBaHuem cteHpa Syzkaller4Astra

BupTyanbHble MawuHbl ¢ OCCH

Ba3a AaHHbIX pe3ynbLTaToB
TECTUPOBAHUA

| Crashes:

| Crashes:

Astra Linux +
Sys-fuzzer

Crashes:

Description Count Last Time Report

WARNING in sysfs remove group|1 Sep 02 2018 15:23:15 MSK |reproducing

(PARSEC)

Astra Linux Kernel

111

Log:

"ConnectTimeout=1@", "-i", "/home/inet/astra/wheezy.id rsa", "-v"
" /home/inet/astra/gopath/src/github.com/google/syzkaller/bin/linux_amd64/
2018/09/02 15:24:16 running command: scp []string{"-P", "25988", "-i", "/
"UserKnownHostsFile=/dev/null", "-o", "BatchMode=yes", "-o", "IdentitiesOr
"ConnectTimeout=1@", "-i", "/home/inet/astra/wheezy.id rsa", "-v", "/tmp/s
2018/09/02 15:24:16 running command: []string{"ssh", "-p", "25988", "-i"
"UserknownHostsFile=/dev/null", "-o", "BatchMode=yes”, "-o", "Identitieson
"ConnectTimeout=10", "-i", "/home/inet/astra/wheezy.id rsa", "-v", "root@l
arch=amd64 -sandbox=none -procs=8 -repeat=0 -threaded=true -collide=true
2018/09/02 15:24:23 VMs @, executed 6983, cover 19751, crashes 1, repro 1
2018/09/02 15:24:33 VMs B, executed 6983, cover 19751, crashes 1, repro 1
2018/09/02 15:24:38 running command: gemu-system-x86_64 []string{"-m", "2

"user,host=10.0.2.10,hostfwd=tcp::60039-:22", "-display", "none", "-seriat

"/home/inet/astra/wheezy.img", "-snapshot", "-kernel”, "/home/inet/astra/H
nmi watchdeg=panic panic on warn=1 panic=86400 ftrace dump on oops=orig cj
intel.nested=1 kvm-intel.unrestricted guest=1 kvm-intel.vmm_ exclusive=1 k
intel.vpid=1 kvm-intel.emulate invalid_guest_state=1 kvm-intel.eptad=1 kvn
root=/dev/sda "}

ba/q
"/
250r
mp/s
i
2s0r)
1@l
Le
1
1
"2
ial
a/l]
_CH
1 k

Syz-manager

CepBep TeCTUpOBaHUS

Crashes +
input data
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OuHnamunyeckmn aHanus koga OCCH c
ucnonb3oBaHuem libFuzzer

¥include "../includ
finclude "../include/parsec/aud.h"

static aud info t aud info init(const char®*);
static void aud info done (aud info t);

extern "C" int LLVMFuzzerTestOneInput (const uintf8 t *data, size t size)

{

if( data && size > sizeof(aud t) ) build:
[ - stage: build
_ . . script:
éud—t ?ud = aud_init(1); ) - find . -name '"*.sh' -type f | xargs chmod +x
int a = aud copy(aud, (aud t)data); - cd ./parsec-2.5.208/fuzzer
} - ./build fuzzer.sh
return 0;
1 testl:
stage: test
script:
— chmod +x ./ci-cppcheck.sh
- ./ci-cppcheck.sh
test2:
stage: test
script:

- cd ./parsec-2.5.208/fuzzer
- chmod +x ./run fuzzer.sh
- ./run fuzzer.sh
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lNpeaynpexaeHua B npotoTtune moayna Parsec

- —
UHcTpymeHT -
npeaynpexaeHuu
381

Svace

CppCheck 30
Clang 515
SyzKaller4Astra 20
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Y4YyeT npuMeHeHUsl MHCTPYMEeHTaNnbHbIX CpeacTB

UHcTpymeHTaNbHble

cpepcrtsa

PacnpeneneHune npeaynpexaeHmin ot Cppcheck

120 ¢
100
80
60 ¢

40

0 c I I . [ ] == — . — 0

0-10 11-20 21-30 31-40 41-50 51-60 61-70 71-80 81-90 91-100 >100 13




Bepudukauna MPOCI OMN-mopnenu u ee
peanusauum B OCCH (AstraVer Toolset)

WMHCTPYMEHT e AyKTUBHOIO aHanu3a mogenei

Mogens Mogenb
TpeGosanua besonacHocTu |:> NOANTHKM |:> TpeboBaHmil K /4&
6e3onacHocTn moaynio LSM P

Peanusauma
moayna
6e3onacHocTi
8 agpe Linux
OopmanbHan O®opm. npoekt N0 ApxutekTtypa
:> i | dynKumonanbHan |:> HWKHEr0 YPOBHA <:: MOAynsA
i cneundukaums (LSM) 6e3onacocTh

. -
..................................................................

Mpea-u nocTycnoBua onepauui Koa moayna

moayna 6e3onacTHoOCTH 6GesonacHocTy

|:> Pyunas paspaborka
<:> JBTOMATH3HPOBAHHAA ASt rave r Cneundurauma 6u§nuorwuux <:| Koa aapa
BepuKaLmA : EHEHPAN tOOISEt bynKumit Linux

WHcTpymenT peaykTueHon Bepdukaumm (u- koga

. - . -
........
--------------------------------------------------------------------------------------
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