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deonuma MILS nnatdopmbI*

OcHoBHas nges:

Llenn:

° Npea Appa Pasgenenna kak oCHOBbI 6€30nacHOu CUCTEMDI
B cuny npobnem ¢ peanusaumen oTrIoKEHO

* laTbl yka3aHbl NpubrmM3nTensHo _




MILS — Multiple Independent Levels of Security and Safety

MILS aTto apxuTeKkTypa cuctembl, NOCTPOEHHOMN C UCMNOSib30BaHUeM sigpa pasaeneHus (Separation Kernel,

J.Rushby, “Design and Verification of Secure Systems”, SOSP ’81 )

UHdopmMaumoHHaa 6e30nacHOCTb

1.  M3onauus oT HegoBepeHHOro cybbekTa/koaa/oKpyKeHns, N30onsALUs HeAOBEPEHHOTO CyObekTa/koaa/oKpyKeHus
2. [MonuTuKM MaHaaTHOro KOHTPONS AOCTyna, pasaeneHne o6s3aHHOCTEN

3. PaspenbHaga Banugauus n Bepugukaumns

dyHKUMOHaNbHaA 6e30nNacHOCTb

1. ObecneyeHne HeBNUAHUA
2. PasgenbHas Bepudukaumsa

3 I'Io;mepm(a I'Ipl/IJ'IO)KeHI/IIZ C Pa3HbIMA Tpe6OBaHMFIMM K peanTaMMOBomy MCNOJTHEHUIO



deonuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

° NccnegoBaHne sgep KOMMEpPYECKUX CUCTEM aBUOHUKN
ans obecnevyeHmnsa MHopmMaLMoOHHOM Be30nacHOCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo _




NASA Independent
Verification and

v R, Validation Facility
Opyrom UCTOYHUK -

V&YV of Integrated Modular
Avionics and Partitioned
Flight Software i

iton [l briion W retne Ml August 13, 2012
Kimberly A. Mittelsted
NASA IV&V Program

Application Executive (APEX)
NCTOYHUK:
0S Kernel System Specific Functions https://www.nasa.gov/sites/default/files/3-5b-

2012 workshop presentation on arinc 653 20
120822 submitted pdf.pdf

Board Support Package
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OxupgaHusa - peanbHOCTb

Sy . . . NASA Independent
% Idealized Architecture Comparison  Verifiction and
l'h;&’lf
Federated IMA NCTOYHMK:
: https://www.nasa.gov/sites/default/files/3-5b-
* Dedicated processors. « Smaller # of processors ps:// gov/ / / /
« Dedicated resources « Shared resources 2012 workshop presentation on arinc 653 20

120822 submitted pdf.pdf

* Lower CM complexity * Platform independent application

* Platform dependent applications. . pgrtable applications

* Redundancy managed at box .

Expandable/Reconfigurable
level.

* Redundancy managed at IMA.

Function X Function Y Function Z
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deonuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

Passutne ngen MILS, noasneHne MILS community

MccnepnoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo




deonuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

° [Mpodounb 3awmnTtel SKPP
[MosiBrneHne kommepuyecknx OC Ha nnatdopme MILS

) Passutne ngen MILS, nossnenue MILS community

MccnepnoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo




Cucrtema, noctpoeHHas Ha ocHoBe nnatdopmbl MILS

MILS system

partition partition partition
content content content

MILS platform

MILS core

SK (+configuration) + SW for critical HW
enforcing functionality devices

HW (+configuration). For
example: CPU, MMU, 1/O
MMLU, memaory bus (list
of guards)

partition partition
content content

E.g., 5W implementing :
virtualization of a
device

partition
content

.., security audit

generation

Figure 1: MILS architecture template (components in dashed lines are optional).

NCTOYHUK:
EUROMILS. MILS

Architecture
Whitepaper



http://euromils.eu/downloads/2014-EURO-MILS-MILS-Architecture-white-paper.pdf
http://euromils.eu/downloads/2014-EURO-MILS-MILS-Architecture-white-paper.pdf
http://euromils.eu/downloads/2014-EURO-MILS-MILS-Architecture-white-paper.pdf

deonuma MILS nnatdopmbI*

OcHoBHasa naes:

° [MpoTtoTnnmnpoBaHue anHamuyeckoro MILS

n pacnpegeneHHon nnargopmel MILS
Llenu:
Mpodunb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatopme MILS

Passutne ngen MILS, nossnenne MILS community

MccnepnoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo




MILS nnatdopma: apxutekTypa aoBepus

MILS Policy Architecture

The architecture Circles represent The absence of an

expresses an architectural arrow is as significant

interaction policy components as the presence of one
among a collection (subjects |

of components objects)

Trusted Arrows represent
Subject interactions

Components are

assumed to perform This component
the functions specified has no interaction
by the architect with any other
(trusted \

components enforce

a local policy)

Suitability of the architecture for some purpose
" F "

presumes that the architect s assumptions are met

in the implementation of the architecture diagram.
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PacnpeaneneHHasa MILS nnatdopma

Distributed MILS Platform - S
MILS nodes with determlnlstlc communication

1 !L
ITI

TTEthernet

Enables: Realization of

deterministic
distributed MILS
architectures

SK @ MNS
Foundational Plane

Node Hardware || Node Hardware || Node Hardware || Node Hardware | | Node Hardware




deonuma MILS nnatdopmbI*

OcHoBHasa naes:

° [MpoToTUNMpoOBaHMe aganTUBHOW
nnatgopmbl MILS

MpoTtoTunupoBaHne anHammyeckoro MILS n pacnpegeneHHon
nnatgpopmbl MILS

Llenu:
Mpodunb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatopme MILS

Passutne ngen MILS, nossnenne MILS community

MccnepnoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo




OvnHamunyeckun MILS u AgantuBHaa MILS nnatdopma ana odbecneyeHus
YCTOUYUBOCTUN KPUTUYECKOU MHPPACTPYKTYPbI

Kputnyeckme MHPPaACTPYKTYpPbl HY>XOAKTCA B YCTONYMBOCTH

BonbwunHcTBO cuctem KUU crnoxHbl n oTTOro Xpynkme, B OCHOBHOM He CMOCOOHbIe
NnepeHoOCUTb BHELWWHUe BO3AEeNCTBUSA

YctonumBasi cuctema cnocobHa agantmpoBaTbCa K UBMEHEHUAM.
YCTOMYMBOCTb - OTKPbLITOE TPpEOOBAHME, MOCKOSIbKY YCIOBUA MOTYT BbITb CKOMb YrOAHO LUMPOKUMMU

HeKOTOpre NccriegoBaHnA npeanararT noapaxatb Bronornyecknm cuctemam Anst JOCTUXKEHUS

YCTOMYMBOCTU, Noaxod agantuBHoro MILS ckopee npo nogpakaHue nogsm




ApantuBHaa MILS nnatdopma

Cuctema noctpoeHHas Ha nnatgopme MILS
ABTOHOMHas

Knaccuueckuin OnHamunyeckmn
MILS MILS
MILS
nnatdopma
PacnpeneneHHbIi nnatdopma
MILS

CpeqactBa agantaumm 1 pekoHurypaumm

ApantuBHaa MILS

CpepnctBa pekoHdpUrypauum CpeacTsa MOHUTOPUHra

Anpo pasageneHus

O6opynosaHne BC CeTteBoe obopyanoBaHue

CpeacTtBa KOMNO3NLMOHHOW BEPUGIMKaLINK

KopeHb foBepus




deonuma MILS nnatdopmbI*

° Passutume: aBToHOMHbIM MILS,
TR WIS reTeporeHHsin MILS, ...

lMpoTtoTunupoBaHue aganTneHon nnatgopmel MILS

MpoTtoTunupoBaHne anHammyeckoro MILS n pacnpegeneHHon
nnatgpopmbl MILS

Llenu:
Mpodunb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatopme MILS

Passutne ngen MILS, nossnenne MILS community

MccnepnoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem c peanusaumen oTNnoXeHo

* laTbl yka3aHbl NpubrmM3nTensHo




Ponb v 3agayv MOHUTOPUHra COCTOSAHUM

Operational plane

Adaptation plane

Architecture Architecture
Configuration Reconfiguration
Identification Logger

Actuators

Foundational plane

Architecture Rule-based
Reconfiguration Architecture
Planner Reconfiguration

Reconfiguration plane

Flatform
Reconfiguration
Planner

Configuration
Change Controller

User defined
ELTS
Pluggable
strategies

Cert. Assurance Plane

Design and
Verification
Tools

Parametrized
architecture

—

T Reconfig.
constraints




MexaHn3m MOHUTOPUHra cocTosiHUN Ha ocHoBe Kaspersky Security System

Information System

Kaspersky Security System

Domain 2

KSS nossonsieTr peanunsoBaTb YHUKaNbHbIE NOINTUKKM 6€30nacHOCTU (B 4aHHOM Cllydae MOHUTOPUHIa) B
KaXOOM KOHKPETHOM Crlyyae ee npuMeHeHus

[ogaoepkka HeNcNonb3yeMblX MONUTUK B CUCTEMY HE BKITHOYaeTCs, nogcucrtema 6€30nacHOCTU B KaXXgoMm
cnyyae npyuMeHeHnsa obecrneymBaeT TOSNTbKO HeOBXoaMMbIN OYHKLMOHAr

Bo3MOXHOCTW KOHGMIypaummn n pekoHdburypaumm oteedatot TpebosaHusm agantueHon MILS nnatdopmel




UHTerpaumnsa KSS B apantusHyro MILS nnaTtdopmy
B KayeCcTBe MexaHUu3Ma MOHUTOPUHIra COCTOSIHUMN

B

AADL specification

EXTRACT | kss GENERATE | KSS Monitor KSS Monitor API
! Configuration (C Code)

) B i i feed_events(mask)

KSS specification

| LTL
State N:onitm : Formulas

O @] iKSS_Monitor

sensor_0 sensor_l

CUNKWITH

Monitoring API

' Monitor Monitoring .
Q @' i Monitor Library Configuration Library part_state(part_id, state)

sensor_2 sensor_3 gport_pending(qport_id, num)
time_part_schee(scheme_id)

ON QPORT1.PENDING > 3 while (true) {
TRIGGER EV_QPORT1_PENDING_ABOVE_3 N read_system_state();
ON PART1.STATE = INACTIVE bbbyl time_part_scheme(...);

Application
TRIGGER EV_PART1_INACTIVE part_state(...);
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HedopmanbHblie TpeboBaHUA K Texnpoueccy BMAa:

B npouecce paboTbl NPOMBILLIIEHHON YCTAHOBKM PEXUM YNPaBNeHNs OTKMIOYEH

OgHOBpPEMEHHO MOXET MOryT ObITb 3anyLeHbl He boree ABYX YCTAaHOBOK

Ecnun cpabaTbiBaHMe 3aTBopa ObI10 Bbi3BaHO Ooriee 9 pas 3a MUHYTY, OTKIHOYUTb YCTAHOBKY

BpeMFI nepen 3arnyckomMm CUCTeEMbI MNnocrie nepe6o;| NMNTaHNA N OTKPbITUEM 3aTBOPa OOJIKHO

COCTaBNATb HE MEeHee 5 MUHYT

PopmManbHbie NOJINTUKMU




[MoaBoaOHbLIE KAMHU NPOEKTa

Pa3Has ['paHuLbI [TonHoTa NHTerpauuns
TexHonorn4yeckass  OTBETCTBEHHOCTU peanusauuu
3penocTb

MHoro 6ymakHowm

YcnoXHeHHoe BHelwwHnn
paboThl

B3anMoOencTeune KOHTPO-Mb




3akKkno4dyeHue




