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Pa3pabartbiBasiacb NnapannenbHO ¢ mogenbto benna-Nallagyna
ana OC MULTICS nog arngoin kopnopauumn MITRE

AESTRACT

An integrity policy defines formal access constraints which, 1f i
effectively enforced, protect data from- improper modification. We
identify the integrity problems posed by a secure military computer
utility. Integrity policies addressing these problems are developed
and their effectiveness evaluated. A prOtOtype secure computer utili-

ty, Multics, is then used as a testbed for the appllcatlon of the de-
veloped access controls. '
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The Ring Policy

The policy is defined by two axioms.
(A34)¥o€0 s €5 smo=> :Ll(o) i1(s).

(43.5) ¥ s[1], s[2] 6 5 s[1] 1 s[2] => 11(s[2]) leq 11(s[1D).

iL(s1) 4wr|te—>® iL(01) = High iL(s0) iL(s1) = High

iL(02)= Low @  invoke > iL(s2)= Low

AOCTYN HA READ PA3PELLEH
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MartemaTtuueckas Hotauua MPOC/ AlN-mopenn

access_read(x, X', y)

XX €8, y€ EvRUAR, cywecrsyerr & R\ AR: (x,r, read,) € AA, | 5" = 5, E' = E, APA’ = APA, PA" = PA,
[ecau y € E, 1o [y, read,) € PA(r] u nuBo (execute_container(x, y) = | user’ = user, Hf' = Hg, F' = F,

true w foy) < filx)), nuBo (x, downgrade_admin_role, read,) € AA), | ecmy € E, 1o [A"= A w{(x, y, read,)},
[eerw y € R w AR, 1o [y, read) & APA[r), ily) < ilx), | AA = AA], Rodin (Event.B)
Constrainta,[AA') = true, (ana e € |y[ nubo (x, e, read,) € A, nubo (x, | ecnu y € R AR, 10

e, writes) € A), (nnbo fly) = filx), 6o (x, downgrade_admin_role, | [A4" = A4 L {{x, y, read,)}, A’ = A]

reads) € AA]], -
P T e AR R RROR e
[ecan y € R AR widy) = i_high, o {x', f{x)_i_entity, write,) € A] Slgoonmooou |

Tpe6osanusa UT.0C.A2.IN3
ADV_SPM.1, ADV_FSP.6, AVA_CCA_EXT 1

1 static int access_read(struct task_struct *subject.struct 1node *entity)
181
3 Struct task_Security *Subject_security:
1 SLruct Tnode_Security *entily_Security: )
5 int ret -EACCES bt
5
7 Subject_securily = get_task_security(Subject)
2 entity_security = get_entity_security{entity): B madn b L
2
18 1f(1gubject_security |1 lentity_security) o fite
11 return ret
12 sssen
13 1t {is_rolelentity)) sanan]
14 E t ]
15 ret = can acc:ssls.sub]ecl _security->roles, &entity_security->11St, MAY_READ, &) Frama-c (why3)
16 if{ret |= &
17 rat = can_sccess(Asublect_security->admin_roles. &entity_security->11st, MAY _WRITE. &) T- Mioe. o
12 if{ret == &) . 4 -
19 i bt it o4, b ek )
28 ret = execute_contaimer{subject. entity): . == ir im
21 itiret t= 8)
22 Fet = 1S_downgrade_adnin_role (&subject_security->admin_roles, MAY_READ): i
23 wlp |
24 1
25 else
26 E (]
27 Fet = CAN_Bdmin_aCoess(ESub)ect_Security->3dmin_roles. Eentlty_Security->11St., HAY_READ):
iz }
28 return ret:
W hesd & wene )

Mporpammubili kop Astra Linux Special Edition Bepudhmrauvn xoga Ha COoTBeTCTBUE cneyudukaguam
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NMEPAPXNYECKOE NPEACTABJ/IEHVE MPOC/ AN-MOAE/ AN A
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1.2 Moaenb cucrtemsl
Bupa 1.1 c 3anpewaowmmu
ponsmMu

1.1 Moaenb cucremsl
pONEeBOro ynpaBneHus
DOCTYMOM

1 |

1.3. Moaenb cucTtembl
Buaa 1.2 n CYB[ PostgreSQL

2.2 Mogenb cucrtemsl
Buaa 2.1 C HEBbIPOXAEHHOM
pPELETKON YPOBHEN
LLeNOCTHOCTH

2.1. Moaenb cucremsbl
Buaa 1.1 ¢ MaHAATHbLIM
KOHTPONEM LIeNI0CTHOCTH

u

3.1. Moaenb cucrtemsl
Buaa 2.1 ¢ MaHAATHbIM
ynpaB/i€HUEM ZI0CTYIMOM C
MHMDOPMALIMOHHbLIMU
NOTOKaMM No NaMATH

1

4.1. Mogenb CUCTEMbI
Bupoa 3.1 ¢ MaHAATHbIM
ynpaBneHueMm A0CTYrNOM C
MHPOPMALMOHHbBIMU
NOTOKaMM No BPEMEHU

2.3 Moaenb cUcCTteMbl
Buaos 1.2 un 2.2

3.2 Moaenb cucTeMbl 2.4. Moaenb cucteMbl
euaos 3.1 mn 2.3 . BuAa 2.3 M runepsusopa |

----------------------------------

4.2 Moaenb CUCTEMbI
Buaoe 4.1 n 3.2

JLRY N Ky §
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create_user(x, X’, u, uc, ui, ue)

(LI, £) — pelwéTKka ypoBHel LLeNoCTHOCTU AaHHbIX, rae i_low, i_high < LI,
L, ={u € U: i,(u) = i_high};
N, ={u € U: i,(u) <i_high} — MHOXeCTBO Y4€THbIX 3anucei HeaoBEPEHHbIX Nonb3oBaTenen

YposeHe | MapameTtpbi McxopHoe coctonauue G PesynbsTupylollee coctonaHue G’
1.1 X, u xeSug U, U =uu{u}

(x, users_admin_role, read,) € AA,

(x, roles_admin_role, a,) € AA,

(x, admin_roles_admin_role, ;) € AA,

roe o, € {read,, write,}

2.1 X', ui, ue x' € 5,ue = UE, ui = ifx), Ju[ = ue, i./(u) = ui,ecnn ui = i_high, 710 L,'= Ly U {u}, vHaue Ny,'= Ny U {u},

[ana e € ue BbinonHaeTcs i.(e) = ui] ana u' € U sepHo i,/ (U) = ifu"),

AR = AR U {u_admin_Li: li = ui}, i,/(u_admin_Lli) = li, PA"(u_admin_li) = @,

direct'(u_admin_Lli) = shared_container' (u_admin_Li) = true,

CCRI'(u_admin_li) = false, lJu_admin_li[ = @, role_name'(u_admin_li) = “u_admin_[i",

roe li = ui,

R'=R U {u_c_ litli = ui},i/(u_c_li)y=1li,PA'(u_c_li) = @, direct'(u_c_li) = true,

shared_container'(u_c_Li) = true, CCRI'(u_c_li) = false, Ju_c_li[ = @,

role_name'(u_c_li) ="u_c_li", rpe li = ui,

APA'(admin_roles_admin_role) = APA(admin_roles_admin_role) U

{(u_admin_li, own,): li = ui},

APA'(roles_admin_role) = APA(roles_admin_role) U {(u_c_Lli,own)): li = ui},

ana ar € AR eeinonHaetca APA'(ar) = APA(ar) U {(u_admin_li, execute): li = ui} U

{{u_c_li, execute): li = ui}

2.2 - Ecnm ui > i_low, To (X, i_entity, write;) € A | Hy'(u_admin_ti) = {u_admin_li": li' < li v He cywecTeyeT [i"" € LI: ' < {i" < i},

Ho'(u_c iy ={u_c_Ii: li"< i v He cywecTeyeT [i"" € LI: i < " < [i},

APA'(u_admin_Li) = {{u_admin_Li, c.,): [T = li v «, € {read,, write,, execute}} U

{(u_c_li, ev)), (common_li, ct,): o, € {read,, write, execute,}} U

{(r,execute):r € R"U AR}, rpe li < ui
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KOHTPOJIA UENOCTHOCTHN PYCBUTEX

Onpepenexne 0.U.07.UP. MNMyctb G, — 6e3onacHoe HauyabHOe CcocTosHUe cuctembl Z(G*, OP, G,), u cyLlecTByeT
TpaekTopua 6e3 koonepawuun JOBEPEHHbIX N HeOBEPEHHbIX CyObeKT-ceccuin G, |-0p1 G, |-0p2 |-OpN G,, rae N = 1. bypem
rOBOPUTb, YTO B COCTOSIHUM G,, NPOM30LL/IO HapyLleHne 6e30nacHOCT CUCTEMbI B CMbIC/IE€ MAHAATHOIO KOHTPO/IA
LIeNIOCTHOCTH, KOrja CyLecTBYIOT HefjoBepeHHas cyobeKkT-ceccus x e N, 1 cyobekT-ceccus y e de_facto_own,(x) Takue,
YTO He BepHO HepaBeHCTBO i (y) <i(X), U 3TO yCNOBUE He BbIMNOHAETCA B COCTOAHUAX G, TpaekTopuun, rae 0 <i< N.
Hasosém cuctemy Z(G* OP, G,) 6e3onacHoi B CMbiCInie MaHAaTHOrO KOHTPOIS LIENOCTHOCTK, Korda B HEN HEBO3MOXHO
COOTBETCTBYIOLLEE HapyLleHne 6e3onacHoCTu.

Teopema T.U.01.UP. lNycTb G,— 6e30onacHoe Ha4yanbHoe CoCTosiHUe cuctembl Z(G*, OP, G,). NyCTb Ha BCEX TPAEKTOPUAX
cucTembl 6€3 KoonepaLn oBEPEHHbIX NN HeA0BEPEHHbIX CybbekT-ceccuit G, |, G, b, - fooy G TAE N2 1, 1B
KXA0M COCTOSHUUN G, ANA KaX/0ii CYyObeKT-CecCUn S € Sy, U CYLLIHOCTMU € € E,; BbINOHAIOTCA cneaytolie yCnoBus.

Yenogue .1 (KOPPEKTHOCTL YPOBHEN LIENOCTHOCTH CYLHOCTER, hYHKUWOHAIbHO aCCOLUNPOBAHHbIX C Cy6bLEKT-CeCCUAMMN —
6e3 A0MNONHEHWVN).

Yenogue U.2 (KOPPEKTHOCTL YPOBHEN LIENOCTHOCTH, a Talke NpaB AOCTyna Ha YTeHWe K CyLWHOCTAM, NapaMeTpu4ecku
aCCOUMMPOBAHHLIM C CYyOBLEKT-CECCUAMN — 6E3 [ONONHEHNN).

Yenogue U.3.LUP (thyHkumoHanbHan v napameTpuyeckan KoppeKTHOCTb BCeX A0BEPEHHbIX CyObeKT-CecCuii OTHOCUTENLHO
BCEX AOBEPEHHbIX CyOBLEKT-CECCUIA U CyWHOCTER). 115 BCeX CyObLEKT-CEeCCUi S € S, TaKuX,

uTo i_low < i,(S), BbINONHAIOTCA Yenosus {s' € S, | i_low < i ,(s’) < i, (s)} % (E, v S,) cf_correct,(s),
{s’ e S, | _low <i,(s’) <i,(s)} x (E, v S,) cp_correct,(s).
Toraa Ha aTux TpaekTopusax cuctema Z(G*, OP, G,) 6e3onacHa B CMbIC/N1€ MaHAATHOrO KOHTPONSA LEeNOCTHOCTW.
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KOJ/IbUA SAWLWNTBI NTH®OPMALIMN B ASTRA LINUX N
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USER+DAC(RBAC)

NMPOCTDLIE NPABUJIA
KOHTPO/A
4
HAOEXHAA
PEANTN3ALUNA

|

BbICOKAHA
CTENEHb AOBEPUA

HYPERVISOR




MHNUNANTN3ALNA CEPBUCOB ASTRA LINUX HA YPOBHAX
LE/TOCTHOCTHA

cA3 \

Linux Kernel +
Parsec Module

.

—at-spi2-registr

—avahi-daemon
—connmand

—cron

—cupsd
—3*[dbus-daemon]
—2%[dbus-1launchl
—ex
—fluy-dm

—acpid

—agetty

—anacron
—at-spi-bus-laun—

dbus—-daemon
{dconf worker}
—{gdbus}
{gmain}
{gdbus}
{gmain}
avahi-daemon

—Xorg——xfB86-video-inte
—{InputThread}
{Xorg}
fly—wm—

—flu-dm fly-cups-watch

—fly-reflex-serv—

—fly-start-panel

—fly-syslog-moni
—fly-term——bash

{QDBusConnection}
(Q Connection}
ventReader?
sConnection?
{Q ventReader}
inotifywait
pstree

{QDBusConnection}
{QXcbEventReader}

A
PYCBUTEX

3pechb iL(s) = max

3pechb iL(s) = mid

specb iL(s) =0
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CYNEPMNO/NTIb3OBATENA PYCBUTEX

ROOT iL=max

ROOT *

ROOT iL=0

PACLLEN/IEHVNE ROOT
HA BbICOKUWN YPOBEHb
N HA3KNA




B/IOKUPOBKA HAPYWWEHNA UENTOCTHOCTU U A\
KOHOPUAEHUUAJIBHOCTHN PYCBUTEX

NMPUMEP: HapywuTtenb ¢ npaBamMy 06bIYHOrO Nosib3oBaTessi, UCNOJIb3ys
yS3BUMOCTb, MOBbICU/ NMpaBa A0 cynepnosib3oBartens (root),
HOo 6narogaps MKL, He cmor 3arpysuTtb MoAy/ib U CHATb 006pa3 AUCKa C AaHHbIMU

11

> TepmuHan Fly

ailn  Mpaeka Hactpoiika Cnpaeka

s e H Is

rootldastra: /home/userf pdp-id

YpobBerne koHd.=H{Ypobene_H), Ypobewe uenocTHocTu:B(Huskud), Kateropuu=HxH(HeT)
Fonu=:(HeT:HeTt!

rootlastra: /home/userf modprobe parpori_pc

modprobe: ERFOR: could not insert 'parport_pc': Permission denied

rootlastra: /home/user#

rootlastira: /home/user#

rootlastra: /homesuserf pdp-ls -M /dev/sda

bru-rwu----m—-- 1 root disk YpobBede_3:Becokul:KaTteropua_l,KaTteropua_2 Hxfffffffffffffffc:HxH /dev/sda
rootlastra: /home/user#

root@astra: /homesuser# dd if=/dev/sda of=~/sda.img count=3

dd: He yganoch oTkpuTe /Fdev/sda’ : Onepauus He nozBoneda

root@astra: /home/userd |
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- PONNIEBAA MOAE/Ib \
- CYB/, POSTGRESQL
- BA3OBbIE CPEACTBA BUPTYANIMSALUA

- CETEBAA JOMEHHAA NHOPACTPYKTYPA

\-QAMI/IHI/ICTPI/IPOBAHI/IE n KOHCDI/IFYPALI,I/IU




TPYAOEMKOCTb PEA/IU3ALA MPOC/ AMN-MOAENN

MPOCH

MPA

MKLL

RBAC

KERNEL
SPACE

120

36

24

USER

SPACE

120

24

36

NTOI

BCEIO

240

60

60

360

A
PYCBUTEX
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www.rushitech.ru

CNACMBO!

www.astralinux.ru
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