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OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamm nnm MexaHmamamm
OCODEHHOCTH
AEeTePMUHU3M
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JlaTeHTHocTb 006bl4yHOM OC

avg=2.89us max=19.73us

1e+07 : : : : : ' samples: fotal=5854801

- 1e+06
S 100000
E 10000
S 1000
é 100
Z 10

1 L I I I I I I I

0 10 20 30 40 50 B0 70 a0 a0

cTapt
OOCTaBKa 06pa60THVIKa Bb|60p NnepekKkrii4yeHmne
npepbiBaHNA npepbiBaHUA 3agauvun Ha 3adavy
- |

NNaTeHTHOCTb MJ1aHNpPOBLLUUKA
(*) F. Cerqueira and B. Brandenburg, "A Comparison of Scheduling Latency in Linux, PREEMPT-RT, and LITMUSRT"
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Assurance Data - OSADL QA-Farm

System in rack #2, slot #0
Recording from 30.01.2012 until 17.05.2014

Long term measurements under specified conditions -
http://www.osadl.org/QA



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamMmu Unn MmexaHm3mamu

OCODOEHHOCTU
NETEPMUHU3M
orpaHu4YeHHble pecypcChbl



OrpaHu4eHHble pecypchl

*4 M6 onepaTBHON NAaMSATU

* [1lpoueccopbl CO BCTPOEHHOWU MaMATbIO
* SRAM (< 1024kB)
* Hanpumep, Intel Quark - 512 Kb

* [Mpoueccopbl 63 MMU
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OrpaHu4eHHble pecypchbl 1 Linux

* Linux-3.17-rc1 (x86)

make defconfig 16532k
make allnoconfig 1269k
make tinyconfig 1048k
+ ELF support +4Kk

+ modules +53K

+ initramfs +37k

+ flash storage

+ filesystem

+ networking



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumensatoTcs B OBM, npegHa3HavyeHHbIX
ans ynpasreHne Kakmumu-nmobo
npoueccamMmu Unn MmexaHm3mamu

OCODOEHHOCTU
OeTEPMUNHN3M

OorpaHU4YeHHbIe pecypchl
cneumndmnyecknn Habop cepBucoB



CneundHrYHbIM HAbOp CEPBUCOB

ARINC-653 AP|

Cratnyeckoe pacripegerieHme pecypconB

Ctatnyeckas yuknorpaMmma Ha ypoBHe
pasgenos (partitions)

CTtaTnyeckoe pacnpegeneHme namMmaTu

ObLeHne mexay pasaenamm TonbKo
nocpeacTBOM KaHanoB



OnepaunoHHblE CUCTEMBI
peasZIbHOro BpeMeHuU

npumeHstoTcs B 9BM, npegHa3sHa4YeHHbIX
Ons yrnpasneHme Kaknmm-nmobo
npoleccamMmm Unm MmexaHmamammu

OCOOEHHOCTU
0EeTEPMUHN3M
OrpaHI/NeHHble peCprbI

cneymndunyeckmn Habop cepBmMcoB
cepTudukaums




CepTnMpumKkayma

* OTBETCTBEHHOE NPUMEHEHMNE
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CepTnMpumKkayma

DO-178B Software considerations in Airborne
Systems and Equipment Certification

IEC 60880(2006) Nuclear power plants —
Instrumentation and control systems important to
safety

MAK KT-178B TpeboBaHusi K nporpaMmmMHOMY
obecneveHnto bopToBOM annapaTypbl U CUCTEM
npu cepTnduKkaLmm aBUMaLMoOHHON TEXHUKU

FOCT PB 0019-001 NporpammHoe obecrieyeHme
BCTPOEHHbIX CUCTEM
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KaTeropmm oTKkasHbIX CUTYyaUUM

KaTteropmna A — Katactpodunyeckas

[MpenaTcTByeT 6e3onacHoMy OYHKLIMOHUPOBAHUIO OObeEKTA
ynpaBieHus

KaTteropusa B — OnacHas / kputnyeckas

[TpnBOONT K KPUTUHECKOMY YMEHbLLEHNIO BO3MOXXHOCTEN
obbeKkTa ynpaBneHusa unm cnocobHoCcTn nepcoHana
CNpaBUTbCA C HEBNAronpUATHLIMU PEXUMaMU

KaTteropusa C — CyulectBeHHas

[MpMBOANT K CYLLIECTBEHHOMY CHUXEHNIO BO3MOXHOCTEN
oObekTa ynpaBneHnsa unm cnocobHOCTN NnepcoHana
CNpaBnUTbCSA C HEONAronPUATHLIMU PEXNMaMM

KaTteropusa D — HecylwecTtBeHHas

He3HaunTenbHO yMeHbLUIaeT 6e30nacHOCTbL O6BbEKTA U
TpebyeT AeNCTBUIN NepcoHarna, KOTopble OCYLLECTBUMbI B
npegenax nx BO3MOXXHOCTEN
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CepTndmnKaumoHHble aaHHble (DO-178B)

[1naH cepTudukaumm
ApXUTEKTYypa

TpeboBaHus

OueHka PyHKLUNOHaNbHbIX PUCKOB
OueHka 6e30nacHOCTU CUCTEMDI
AHanms ooLwmnx nNpnYnH OTKa3oB
[1aHHbIe Banuaauun

[1aHHbIEe Bepudunkaumnm
YKasaTtenb KOHJUrypaumm

Oo 18 su0o8 OoKymMeHmMos
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FINMECCANICA LINUX 7 FINMECCANICA

._'Inlii.‘-.' mmmSmRRERsERA.. :"t,
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»" "4 AnsaldoBreda : e e
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distribution that Satisfy all FNM S, ',,-' s ———
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less risk for "locking in” effects . ey Sy ZL? -
overall Lower costs “, o
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In house Know-how development ot T L L




Finmeccanica Linux

The context was the development of a European research project which aims
to deliver a new generation Unmanned Combat Air Vehicle. FINX-RTOS
(a Gentoo based distribution managed by Finmeccanica) have been
customised to satisfy Design Assurance Level D requirements. Like other
Linux, FINX is “open source” so its source code was available for the
reverse engineering operations needed for DO-178B certification at level D
as "software previously developed". Moreover such Linux OS guarantees
real-time performance needed (PREEMPT _RT patch applied) and was quite
easy to realize a safety “all in RAM” operating system.

To make a long story short, on April 2012 FIN.X-RTOS was declared
compliant after the last Stage Of Involvement meeting: “The Software
Review 4 (SR4) audit for the FIN.X-RTOS CSCI ensures that final
compliance to all the DO-178B level D objectives has been achieved and all
open items have been addressed.” as stated by the Technical Quality.




SIEMENS

Project context: Linux-based vehicle control system

Sibas PN: Siemens Mobility’'s new generation of vehicle

control systems

» Release begin 2011

» | ower costs via platforms like Simatic and Linux

» Based on industry s

Visualization

Data
management

Controls

tandards

LIL]
L |

General requirements:

* Linux used on some components to fulfill
technical and commercial requirements

* Functionality up to safety integrity level
(SIL) 2

—-How is Linux correctly handled within this
safety-related system?

© Siemens AG, Corporate Technology



['MnepBn3op Siemens Jailhouse
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CC BY-3A 3.0
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Linux nau He Linux?




Linux nau He Linux?

+ MArkoe pearnibHoe BpeMs
+ Lmpokast PyHKLUMUOHaNbHOCTb
+ nogaepxka obopyaoBaHuS

- pa3mMep Koaa

- CKOPOCTb pPa3BUTUS

- UICXOOHbIV An3anH 1N pa3BuTme bes yyeTa
TpeboBaHMn rno 6e3onacHOCTH
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Linux nau He Linux?
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application application
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OueHKa TpyJ0EMKOCTU pa3paboTKM

Kon-Bo ) AnnapgTHue TPYJOEMKOCTb
NPUNOXEHNA  YCTPONCTBA yen.net
OC o6Lero HasHaueHus
[eckTtonHbie OC ~100 000 ~10 000
MobunbHble OC ~100 000 ~10 000 ~100 000
CepBepHbie OC ~10 000 ~10 000
CynepkomnbloTepHble OC ~1 000 ~100
BctpanBaemblie OC
OC peasibHOro BpeMeHu ~1 000 ~10 ~10-100
BctpanBaembie OC ¢ nHTEpdencom ~10 000 ~100 ~1 000
f'MnepBU3OpbLI - ~1 000 ~100-1 000

O6na4yHble OC ~10 000 ~10 ~100-1 000
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OTevecTtBeHHble OC PB

API ApXnTekTypbl  JlnueHsu
A
OC3000(HNNCK PAH) ARINC-653, MIPS  Kommepw.
POSIX
0C (dr'yn «CaHkr-lNetepbyprckoe
OKB «3nekTpoaBTOMaTnKa» UMeHu [1. ARINC-653 MIPS, ARM  KoMMepu.

A. EchumoBa»)

RelMK-653 (OAO «PameHckoe
NPMOOPOCTPONTE/IBHOE ARINC-653 x86, ARM  kommepu.
KOHCTPYKTOPCKOE 610p0»)

MOC-OI1 (AO «ABnaaBToMaTmKa»

ARINC-653, x86, ARM,
nmeHun B.B. TapacoBa») POSIX MIPS KOMMeEpU.
Embox («/laHnT-Tepkom», Cnoly) POSIX XE_36, ARM, BSD
Microblaze
POK (ParisTech, ICIN PAH) ARINC-653 x86, PPC GPLv3
OC «Jlaboparopun Kacrnepckoro» 5 5 KOMMEU.



OC PB — 310 He TOo/bKO A4po

* [lokymeHTauunga

* KomnmnaTtop

* Cpena paspaboTku

* OTnagyuk

* TpaccupoBLLUK

* Cucrtema cbopku u Bepmdmnkaunm KoHdurypaumm
* Cuctema TeCTUPOBAHMUS



BO3MOXHOCTU AnAa Koonepaumu

* ObLwas anckyccus
* CerogHa 14:30-16:00



_HCI[ZY]
Cpeabl pa3paboTKku Ha ocHoBe Eclipse

Monta Vista DevRocket IDE
Wind River Workbench
LynuxWorks Luminosity
Freescale CodeWarrior
QNX Momentics

Mentor Graphics EDGE
Xilinx Platform Studio

Enea Optima

Cisco UCVP Studio
TimeSys TimeStorm IDE



Cnacubo!

Anekceun XopoLunrnos
khoroshilov@ispras.ru
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NHCTUTYT cucTemMHoro nporpammuposaHusa PAH
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